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We have been asked these questions again and again in recent months. There are 
many different yet appropriate answers to this, depending on whether the initiative is 
viewed from a technical, organizational, or legal perspective. 

We aim to provide answers to the engineering and equipment supplier industries and 
invite you to become part of Manufacturing-X yourself. 

Many analysts, consultants, and journalists have pointed out in the past that the Ger-
man industry could lose its direct access to the relevant end-customer market. This is 
due to the effects of digitalization, particularly the platform economy, which is now 
determined and used by companies that are more foreign to the industry. Operations 
directly upstream of actual production, such as quoting based on part geometry, calcu-
lating manufacturing costs based on the machines used, searching for machines with 
suitable capabilities, etc., are increasingly shifting to the software industry. This creates 
the risk that the process and the place of production itself will become replaceable and 
thus lose significance. 

This is exactly where Manufacturing-X comes into play. It aims to tackle the aforemen-
tioned challenges by offering to create a dedicated data space for the engineering and 
equipment supplier industries.

Data spaces are based on preliminary work and considerations of, among others, the 
Fraunhofer-Gesellschaft and are increasingly gaining acceptance in industry and pol-
itics as well on the national and international levels. In their respective digitalization 
strategies, the German government and the European Commission are striving to 
establish federated data spaces and are providing financial support for them.

Data spaces offer each manufacturer of network-capable machines and systems the 
opportunity to share their own machine data multilaterally. It is managed without a 

What is Manufacturing-X  
and what is it used for?

Hartmut Rauen 
Deputy Executive Director 
of the VDMA

Gunther Koschnick 
Director Industry  
of the ZVEI



MANUFACTURING-X DATA SPACE STUDY 5

central storage instance. Thus, they represent a counter-design to platform economy, 
which is characterized by its centricity. Users of a data space can determine the rules 
for accessing and using shared data themselves. They remain sovereign over their oper-
ational data and at the same time benefit from the network effects of collaborative 
data use.

Manufacturing-X is the implementation of data space principles into the world of 
manufacturing industry. Considering that the growing and profitable markets of the 
future are invariably impacted by digitalization, we see Manufacturing-X as an oppor-
tunity to put the entire supplier and manufacturing industries in a position to shape 
the future and elevate it to the next evolutionary level. In our view, this is an essential 
building block for the future competitiveness of Germany as a business location. 

With this study by the VDMA, the ZVEI and the Fraunhofer-Gesellschaft, we present 
concepts for a data space for the engineering and equipment supplier industries from 
a technical perspective. To this end, we have held a large number of discussions with 
industry representatives and data space experts in order to achieve a broad basis of 
agreement. In addition, existing data space activities were considered and analyzed 
in order to keep Manufacturing-X interoperable with other industries. The resulting 
target picture therefore takes into consideration previously launched projects from 
the Gaia-X environment and suggests concrete building blocks from projects already 
underway which should also be used for Manufacturing-X. The study also clarifies 
where research and development gaps exist. These gaps should be closed in the course 
of the implementation of Manufacturing-X. The emerging user community from engi-
neering and equipment supplier industries as well as software industry has expressed 
great interest in seeing this target picture implemented efficiently and pragmatically. 

With this study, we describe the Manufacturing-X data space. We additionally provide 
guidance on how we can use it to collectively become active players in digitalization. 
Regardless of whether your company is small, medium-sized or a corporate group: we 
invite you to become part of the Manufacturing-X movement, because the strength 
of the concept lies in collaboration across company boundaries. Let us tread this path 
together.

Hartmut Rauen  Gunther Koschnick
Deputy Executive Director of the VDMA Director Industry of the ZVEI



6 MANUFACTURING-X DATA SPACE STUDY

Table of contents

Foreword  4

1. Incentive for and process of investigation  8
1.1 Economic framework for the investigation   8
1.2 Overview of the current state of digital transformation in the manu-

facturing industry  11
1.3 Objective and study design  11

2. Regulatory framework and existing preliminary work    13
2.1 European legislation  13

2.1.1 Data Act  13
2.1.2 Data Governance Act  14
2.1.3 Digital Services Act  16
2.1.4 Cyber Resilience Act and NIS2   16

2.2 Business logic for the digital transformation  17
2.3 Data-based services  18
2.4 Platform economy  19
2.5 Data ecosystems  19
2.6 Overarching initiatives   20

2.6.1 Gaia-X  21
2.6.2 Data Spaces Support Centre  21
2.6.3 International Data Spaces Reference Architecture  22
2.6.4 Plattform Industrie 4.0 and the Asset Administration Shell (AAS)  22
2.6.5 OPC UA and companion specifications  23

2.7 Sector-specific data space initiatives  24
2.7.1 Catena-X Automotive Network  24
2.7.2 Mobility Data Space  31
2.7.3 Silicon Economy  31
2.7.4 Smart Connected Supplier Network (SCSN)  31
2.7.5 FabOS   32
2.7.6 InterOpera   33
2.7.7 EuProGigant  33
2.7.8 SmartAgriHubs  34

2.8 Potential and limits  34



MANUFACTURING-X DATA SPACE STUDY 7

3. Special factors to take into account in mechanical engineering and 
the electrical industry  35
3.1 General information  35
3.2 Design options for continuous data chains  38
3.3 Initial application clusters  39

3.3.1 Supply chain transparency  39
3.3.2 Production and factory optimization  39
3.3.3 Collaborative product innovation  40
3.3.4 Energy and CO2 management  40
3.3.5 Business models  40
3.3.6 Capabilities  41

3.4 IT security  41
3.5 Data protection and privacy  42
3.6 Data usage controls  43
3.7 Implications for mechanical engineering, the electrical industry and 

 associations  44

4. Proposed overall architecture of the Manufacturing-X program  49
4.1 General information  49
4.2 Governance  52
4.3 Basic services within the network  52
4.4 Linking to industry solutions that need to be developed  59
4.5 Certification of services and interface for operations  60
4.6 Transfer and scaling of the network  62

5. Conclusions and recommendations  63
5.1 Data spaces for mechanical engineering   63
5.2 Thoughts on the next steps  64
5.3 Support for association  member companies  66
5.4 Acknowledgements  67

6. Bibliography  68



8 MANUFACTURING-X DATA SPACE STUDY

1.1 Economic framework for the 
investigation 

The physical production of goods and products 
forms the backbone of a thriving economy. At 
the end of 2021, in Germany alone, almost 7.6 
million people were directly employed by com-
panies with a workforce of 50 or more operating 
in the manufacturing and equipment industries. 
Directly or indirectly, as many as around 15 mil-
lion out of just under 45 million jobs in Germany 
are dependent on the business of production. 
Aside from mechanical engineering, the electrical 
industry and the automotive sector, important 
sub-divisions within the manufacturing industry 
also include other sectors that involve operating 
production facilities, such as metalworking, avia-
tion, the chemical industry, pharmaceuticals, and 
semiconductor and electronics manufacturing. 

The following questions that this study seeks to 
answer have been prompted by a funding pro-
gram planned by the German Federal Ministry for 
Economic Affairs and Climate Action (BMWK) for 
the German manufacturing industry (“Manufac-
turing-X”) and a new legal framework at EU level 
(see section 2.1): 

• How can data ecosystems be set up for the 
manufacturing industry and what will small 
and medium-sized companies gain from tak-
ing part in them?

• What are data spaces and how can they be 
structured so that they are interoperable and 
the required infrastructure and basic services 
only have to be developed once? If this can be 
achieved, manufacturing companies will be 
able to focus on data-driven value-added ser-
vices (business apps, see section 2.2).

1 see https://www.familienunternehmen.de/de/pressebereich/meldungen/2023/2023-01-16/
deutschland-ist-der-grosse-verlierer-im-standortwettbewerb [in German], last accessed on January 31, 2023

• What might be a possible route, based on 
European values, toward sharing and using 
data across company and national boundaries 
in a way that enables data owners and produc-
ers to retain control over their expertise — as 
far as technically possible? 

• What would it be like if the industry adopted 
an autonomous position in the B2B platform 
economy?

• What role could the German Mechanical 
Engineering Industry Association (VDMA), the 
German Electrical and Electronic Manufactur-
ers’ Association (ZVEI) and other associations 
play in actively developing data ecosystems for 
their members?

Germany seems to be losing its appeal as a center 
of enterprise compared to other nations, as a 
study by the Foundation for Family Businesses 
recently revealed: “Germany is struggling to keep 
up with prime locations in North America, West-
ern Europe and Scandinavia. While other coun-
tries are investing in infrastructure or reforming 
their tax systems, Germany is going nowhere1.” 
When it comes to innovation capacity, too, Ger-
many is now only in a mid-ranking position [45]. 
The question arises: Will entrepreneurs move 
their production to countries where the general 
conditions are looking better in the short term? 
[1] Or are they going to devote their efforts to 
improving conditions in Germany as a business/
industrial location, and boost their own position 
in doing so? With Manufacturing-X, the BMWK is 
pursuing a goal of developing a “fitness program” 
for digitally transforming Germany’s medi-
um-sized manufacturers and thus bolstering the 
country’s general status as a business hub. After 
all, “there is a positive correlation between the 
use of Industry 4.0 technologies and the trend 
toward reshoring operations. The main reasons 

1. Incentive for and process of investigation
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for this are the potential for automation and 
improved capacity for individualized production 
in Germany [2].”

As far as the authors are concerned, strengthen-
ing the manufacturing sector in Germany also 
means combining and coordinating the following 
aspects: 

• Hardware and low-level software: intelligent 
machines, systems and components (known 
as cyber-physical systems) that are equipped 
for digitalization and communication. This pri-
marily includes equipment that boasts config-
uration/communication capabilities (e.g., via 
OPC UA) and corresponding data space con-
nectors by default, such as those specified by 
standard-compliant sub-models — preferably 
the Plattform Industrie 4.0 Asset Administra-
tion Shell (AAS). Equipment can be furnished 
with pre-trained AI models, which are devel-
oped based on runtime data from operations 
and improved by interacting with data from 
other machines/components. There is also 
the option to upgrade machines, systems and 
components that are already in place so they 
can exchange data (retrofitting) [38]. 

• Software: Internal and external connectivity 
in production relies on software that can 
guarantee data flow. This includes both basic 
services, which ensure the basic functionality 
of a thriving data economy, and value-added 
services (business apps), which provide 
predictions, form the basis for new business 
models, or take raw data from operations and 
consolidate it into information on the “health” 
of machines/components, for example. 

• Business models: Combining hardware and 
software offers two benefits: On the one 
hand, it enables more efficient mutual value 
creation. On the other hand, it may be able to 
unlock new added value for customers and 
value creation potential, as well as opening up 
revenue streams and cash flows through pay-
per-use, pay-per-part and pay-per-value mod-
els, for example. In addition to hardware and 
software components, other resources such 
as human labor and processes should also be 
factored in where applicable.

An autonomous economy in macroeconomic 
terms is reliant on autonomous businesses at 
microeconomic level. A federal data ecosystem 
creates this autonomy by providing an alternative 
to centralized platforms [44], thus ensuring that 
customer interfaces are maintained and encour-
aging greater willingness to share data. 

The manufacturing industry is adressed by the 
programm Manufacturing-X. Like the economic 
stimulus program for the automotive sector a 
few years ago, the Manufacturing-X scheme is 
designed to provide initial impetus to kick-start 
large joint research projects aimed at steering 
Germany’s manufacturing industry toward a 
digitalized future. It covers projects financed by 
public grants and those based on self-funding 
from industry. Digital transformation is not an 
end in itself, but it will help German industry 
make improvements with a view to achieving the 
following goals:

• Competitiveness: German industry can only 
hold on to its competitive position interna-
tionally if it systematically promotes innova-
tion, for example in the form of new self-de-
fining, self-configuring and self-developing 
components, machines and/or production 
lines, along with the associated digital services 
and business models. 
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• Sustainability: To reroute industry and society 
on a path toward using renewable energy 
sources and adapting their use of materials 
based on this — e.g., using green hydrogen for 
producing chemicals, steel, etc. — all parties 
involved in the various sectors need to interact 
on the level of data. Digital transformation is 
the only way to enable energy systems inte-
gration, Power2X or an “All Electric Society.” As 
far as industry is concerned, the optimization 
of usage, storage as well as production, in 
relation to the buildings used, logistics and 
external supply is a key factor when it comes 
to making savings — by using intelligent load 
management to avoid peaks, for example. It 
will become mandatory for mechanical engi-
neers and component manufacturers to pro-
vide evidence of their carbon footprint (aside 
from any personal interest they may have for 
doing so) — and this will have to refer to the 
actual impact of individual machines or com-
ponents, not average values — like the evi-
dence that factory operators have to submit to 
show the amount of energy and raw materials 
used in the production process. Business apps 
are needed in this regard too; they can help 
set task sequences strategically, for example, 
with a view to reducing energy consumption 
in production. 

• Resilience: Mechanical and plant engineering 
in particular, along with commissioning, 
repairs and maintenance, rely on intermediate 
inputs from abroad. In China, for example, 
these amount to around 15%, more than dou-
ble the average level across all German indus-
try sectors [3]. One implication of this is that 
value chains in the equipment sector need to 
become much more flexible and adaptable if 
they want to continue to deliver under increas-
ingly uncertain circumstances. Digital services 
help with this, for example, by making it 
possible to detect disruptions in supply chains 
quickly and find alternative suppliers — with 
due regard to the risks involved and relevant 
quality standards.

• Circular economy: The automotive industry 
has been working on developing circular 
strategies for a long time now, starting from 
the product development stage for key vehicle 
components such as battery cells, bodywork, 
battery housing, electronic and electrical sys-
tems, and tires. These strategies include: 

– cutting down on materials, products or 
components or changing the way they are 
manufactured, 

– extending product life cycles, or
– recycling materials or other intermediate 

products [4]. 
– Generating this added value requires infor-

mation from various stages in the value 
chain which cannot be generated by indi-
vidual companies alone; this can only be 
done in cooperation with other businesses, 
sometimes on an international basis.

The equipment industry must take advantage of 
digitalisation in an entrepreneurial way and plan 
implementation strategically. This should include 
data-based services, which can be developed 
using existing approaches, such as reworking 
motor spindles for machine tools, condition mon-
itoring and predictive supply of spare parts, etc.

In the future, simply supplying or operating 
highly productive and reliable machines, systems 
or components will no longer be enough to dif-
ferentiate businesses and enable them to achieve 
success. There is a paradigm shift away from sell-
ing products and toward selling value — “prod-
uct-service systems” (PSS) that are conducive 
to creating new value and can secure or create 
future-proof jobs for highly skilled workers.

In addition to traditional hardware-related 
expertise, factory operators and their suppliers 
should therefore waste no time in acquiring a 
broad range of skills needed to implement and 
make effective use of new methods and tools 
like Gaia-X, as well as new platforms, data eco-
systems, and data security and data sovereignty 
systems. And this is not something they will 
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succeed in doing on their own; partners will need 
to work together to make up for the current gaps 
in knowledge. 

1.2 Overview of the current state 
of digital transformation in 
the manu facturing industry

The aforementioned study by the Foundation 
for Family Businesses [34] analyzes various 
international business locations with a focus on 
medium-sized enterprises. Only part of the index 
created by this study — the ICT infrastructure 
section — is relevant in terms of gauging the 
current state of digital transformation. The anal-
ysis is based primarily on broadband network 
performance and internet security. Germany 
is ranked in fourth place in an international 
comparison, putting it above the USA [34, p. 63 
et seq.]. This is also confirmed by data from the 
European Commission, which also puts Germany 
fourth — behind Denmark, the Netherlands and 
Spain — in terms of connectivity in its Digital 
Economy and Society Index (DESI), which it has 
been producing on a continuous basis since 2017. 
Network performance is one of the main criteria 
used for this index too, along with broadband 
coverage, the mobile broadband network and 
price. Germany comes out on top in terms of 
both 5G coverage and 5G spectrum [35], suggest-
ing that it has a well-developed and internation-
ally competitive infrastructure that makes it a 
good place for large-scale digital transformation 
projects. 

However, it is slow to implement these projects, 
as the European Commission’s data shows: A 
closer look at the DESI reveals that Germany 
only achieves average ratings in the “SMEs with 
at least a basic level of digital intensity” and 
“Electronic information sharing” categories. Its 
results are similarly mediocre when it comes to 

2 All information comes from an as yet unpublished lead market study of the mechanical engineering industry by the 
Fraunhofer-Gesellschaft. 

integrating complex digital technologies such as 
big data applications, cloud technologies and AI. 
Overall, Germany’s relatively poor outcomes put 
it in 17th place out of a total of 27 EU member 
states in terms of integration of digital technol-
ogy in business practice [35]. 

The BMWK’s Digitalisation Index [36] indicates 
that the level of digitalization in mechanical 
engineering and the electrical industry is signif-
icantly higher than the average of other indus-
trial sectors in Germany. Nevertheless, there a 
slightly decline in the level of digitalisation in the 
mechanical engineering and electrical industries 
can be detected in recent years. This is due in 
particular to a lack of and/or outdated qualifica-
tions among skilled workers and a fall in research 
and development spending. The mechanical 
engineering and electrical industries’ customers, 
i.e., factory operators, are lagging well below the 
average of other sectors so there is still a lot of 
ground to make up here with regard to digital 
transformation2. 

1.3 Objective and study design

The objective of this study, based on the situation 
above, is to draw up implementation recommen-
dations for establishing a federal and sovereign 
data space where participants can share and 
collectively use data in a decentralized and thus 
loosely coupled system. This project follows a 
procedure as shown in Figure 1. Preliminary work 
from other industries have been investigated 
for its suitability in relation to use in the equip-
ment industry. The were examined for changing 
requirements within the specific domain.

First of all the impact of various new technolog-
ical and regulatory developments on a digital 
economy are taken into consideration. For exam-
ple, current legislation aims to promote the flow 
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of data across company borders. The multilateral 
exchange of master and transaction data is thus 
becoming a business challenge that must be met.  
A number of higher-level and domain-specific ini-
tiatives on data spaces have been set up in recent 
years with this in mind. One notable example 
is the Catena-X automotive network. In spite of 
some possible overlaps with these existing data 
spaces and the requirement for data space inter-
operability, it goes without saying that the spe-
cific requirements regarding the manufacturing 
industry must be taken into consideration. 

That is why semi-structured qualitative inter-
views with numerous company representatives 
have been carried out as part of this study. This 
has made it possible to gather information on 
industry-specific requirements inductively and 
factor it in further on in the process, for example 

when describing use cases. In terms of research 
methodology, the chosen approach to the 
research subject fulfills the requirements of tri-
angulation as various (information) sources were 
referred to. Results were also gradually reflected 
in various stakeholder groups. The findings 
gained form the basis for the description of possi-
ble uses cases for a data space and for the recom-
mendations for action at the end of the study.

Research projects
§ Catena-X

§ Eona-X

§ EuProGigant

§ SCSN 

§ …

Overarching initiatives
§ Plattform I4.0
§ IDTA
§ OPC Foundation
§ Gaia-X
§ IDSA
§ AutomationML
§ ECLASS
§ …

Semi-structured expert 
interviews

§ Mechanical and plant 
engineering

§ Equipment manufacturing 
industry

§ Associations

§ Particular focus: SMEs

Sp
ec

ifi
c 

re
qu

ire
m

en
tsCurrent situation Stakeholder management

§ VDMA Information Day

§ BMWK

§ Connector deep dive

Manufacturing-X kernel/basic services

Identification of “white spots” 
and R&D needs

Legislation/Regulatory framework

Plattform Industrie 4.0 2030 mission
Sustainability | Interoperability | Sovereignty 

Figure 1: 

Procedure for conducting the study
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2. Regulatory framework and existing preliminary work  

2.1 European legislation

The European data strategy was adopted by the 
European Union in 2020. This strategy “aims to 
make the EU a leader in a data-driven society. 
Creating a single market for data will allow them 
to flow freely within the EU and across sectors 
for the benefit of businesses, researchers and 
public administrations3.” The strategy is being 
implemented through measures such as a series 
of legislative procedures. Figure 2 provides an 
overview of this and the key components and 
their significance are outlined briefly below.

2.1.1 Data Act

The European Commission believes that data 
offer businesses a significant competitive advan-
tage because wide-ranging data use can boost a 
company’s growth and productivity. At the same 
time, however, protecting sensitive data and 
business secrets is a top priority [9]. In 2022, the 
European Commission submitted a draft regula-
tion — the Data Act — designed to facilitate and 
improve the exchange and use of business data 
with the aim of enabling fair access to industrial 
data for stakeholders in the data economy. 

It contains provisions on options for accessing 
and using data that affect all parties involved in 
the economic value chain (B2C and B2B), particu-
larly users, data holders, data recipients and third 
parties [44]. The Data Act also sets out new obli-
gations for providers of data processing services, 
such as cloud service providers, and reinforces 
third-party rights [9]. 

3 see https://commission.europa.eu/strategy-and-policy/priorities-2019-2024/europe-fit-digital-age/european-data- 
strategy_en, last accessed on March 28, 2023

In specific terms, the draft legislation stipulates 
that only users of networked devices who are 
involved in the creation of data may decide 
whether and in what form that data are to be 
processed. The Data Act also makes it possible 
for users to analyze generated data and to share 
it with third parties, though only under certain 
conditions. Manufacturers of connected products 
and services must therefore ensure that technical 
access to data is enabled (see here and in Table 1 
below) [10]. In addition, supplementary require-
ments by data spaces that are being constituted 
must be taken into account. This concerns, for 
example, the ownership to be clarified in the case 
of cross-company data use or liability issues in 
the case of possible deficiencies in data quality. 
These also affect the legal framework in a B2B 
context. In addition, public sector bodies must be 
granted greater access to data where there is an 
“exceptional need” for them to use them, such 
as in response to natural disasters. The draft act 
also aims to make it easier for users to switch 
between different data processing services, such 
as cloud services, by imposing obligations on 
service providers to fulfill specific contractual and 
technical requirements. 

This legislative procedure is still ongoing and 
has been hotly debated. The criticism has mainly 
been aimed at certain vague/unclear legal terms 
and a lack of distinction from other legal acts 
(e.g., the GDPR, antitrust law, etc.). Economically 
the main criticism is the market intervention 
is criticised. Nevertheless, the provisions of the 
Data Act are likely to become legally binding very 
soon, although exceptions apply to small and 
medium-sized enterprises (SMEs) [10]. 
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2.1.2 Data Governance Act

The continuous increase in the volume of data 
available and the economic and social potential 
this offers has given rise to a new challenge: cre-
ating a market for sharing business data [11]. The 
Data Governance Act (DGA), an important part 
of the European data strategy, sets rules for the 
exchange of data between companies, private 
individuals and the public sector. It is designed to 
enable the free flow of data within the EU while 
ensuring that personal data are protected and 
consumer rights are respected [12]. The same 

criticisms mentioned in section 2.1.1 above have 
also been raised with regard to the Data Govern-
ance Act. 

The objective of this regulation is to build trust 
in the shared use of data and data intermedi-
ary services. It also emphasizes the strategic 
importance of common European data spaces 
involving private individuals, companies and 
public sector stakeholders. The main focus of the 
decision adopted in April 2022 was on creating 
standardized EU-wide conditions for the re-use of 
protected data held by public sector bodies, and 

Data Act

Digital 
Markets Act

Data Service 
Act

Data 
Governance 

Act

Open Data 
Directive

Free flow 
data

Supply Chain 
Act

GDPR

Fair access to industrial data 
for all stakeholders of the data 
economy

Limiting the influence of data 
platform operators

Regulation of the digital single 
market

Creation of a European data 
exchange model for data 
sharing

Availability and reuse of public 
sector data

Free transfer and storage of non-
personal data in the EU

The Supply Chain Act strengthens 
the protection of human rights

Regulation on the protection of 
personal data

Figure 2: 

Examples of new EU legal requirements



MANUFACTURING-X DATA SPACE STUDY 15

on establishing a unified notification and super-
visory framework for the provision of services for 
shared data use [13].

One important aspect of the DGA is data inter-
mediaries, which are meant to act as neutral 
mediators between data providers and data users 
without storing any data themselves. This is 
intended to increase confidence in handling data 
and promote innovation within the EU.

Another key concept behind the DGA is data 
altruism. The purpose of this is to enable mem-
bers of the public and companies to share data 

voluntarily in legitimate spheres for the common 
good, such as to promote scientific research, 
health care, the fight against climate change or 
improvements in mobility. Research institutions 
and companies can sign up voluntarily as data 
altruism organizations in a recognized EU-wide 
register [13]. 

Companies are not obliged to join the register, 
but by doing so they could benefit from higher 
levels of data availability and more active data 
sharing, which they could use to help position 
their products and services in relation to compet-
itors and create innovations [13]. 

Table 1: 

Overview of the key elements of the Data Act

Aspect of 
 consideration

Data sharing in a B2B and B2C 
context

Ban on unfair contractual 
terms

Data sharing in a B2G 
context

Switching between data 
 processing services

Affected 
group

Manufacturers of IoT devices/
services

Contractual clauses for 
micro-, small and medi-
um-sized enterprises

Availability of company 
data to public sector 
bodies

Cloud service providers, 
data processing services

Addressed 
sub-aspects

• Product user has a claim to 
data generated using the 
device

• Data are available continu-
ously and in real time

• Easy accessibility is enabled
• Manufactures must inform 

product users about gen-
erated data, their intended 
use and interfaces

• Data are to be made availa-
ble free of charge

• Ban on clauses that 
deviate from good 
commercial practice

• Provision of model 
contractual clauses by 
the European Com-
mission

• German law on gen-
eral terms and con-
ditions (AGB-Recht) 
taken into account 
(particularly Arti-
cle 13)

• Access to data in 
exceptional cases/
emergencies (e.g., a 
pandemic) or if the 
data required for the 
public sector body to 
fulfill its task can only 
be provided by the 
company

• Making it easy to 
switch between data 
processing services
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2.1.3 Digital Services Act

Another building block for constructing Europe’s 
digital future is the EU’s Digital Services Act 
(DSA). This regulation is aimed at facilitating the 
free flow of data within the EU and is designed to 
supplement the existing legal frameworks relat-
ing to personal data and consumer rights [14].

That makes the DSA the “first comprehensive set 
of rules for digital services in the EU since 2000” 
to offer a single legal framework for the digital 
internal market and to define the responsibilities 
of digital services such as social media, online 
marketplaces and cloud services. In doing so, 
the DSA stipulates which business practices and 
content will be permitted online in future within 
the EU [14].

One of the key elements of this act is the regu-
lation of content on online platforms. Operators 
of such platforms are obliged to set up internal 
complaint-handling mechanisms to enable users 
to report any problematic content. They also have 
to make sure they take measures to prevent the 
dissemination of illegal content online. Further 
requirements include ensuring the transparency 
of algorithms used for recommendation systems 
and guaranteeing access to key data for research 
purposes, so that it is possible to independently 
examine how the algorithms work and the risks 
posed to society and democracy [15].

Another focal area of the DSA is preventing 
the sale of illegal goods. To this end, the draft 
legislation sets out new provisions to guarantee 
the traceability of commercial users on online 
platforms. 

Companies operating within the EU must ensure 
that they meet the new requirements of the DSA. 
The main focus here is on large online platforms 
attracting more than 45 million active users a 
month. Exceptions apply to small and medi-
um-sized platforms and start-ups to avoid expos-
ing them to any disproportionate burdens [15].

All things considered, the DSA represents another 
significant step for the EU in facilitating the 
free flow of data among its member states. At 
the same time, it guarantees the protection of 
personal data and respect for consumer rights, 
which will ultimately boost the EU’s competitive-
ness in the digital European internal market in 
the long term. 

2.1.4 Cyber Resilience Act and NIS2 

One of the main challenges will be to configure 
the duty to provide information and security 
updates required in daily use in such a way that 
they do not have an adverse impact on the avail-
ability of machines, systems and components — 
and therefore on the operators’ competitiveness. 
The ZVEI has produced a comprehensive white 
paper on the Cyber Resilience Act (CRA), which we 
refer to here [16].

As the information presented above on European 
legislation shows, the regulatory framework for 
data-driven economic activity is considered a 
high priority. This is against the backdrop of an 
increasingly digitalized environment in which 
private individuals, companies and other organ-
izations are operating. We have seen meteoric 
development in the business-to-customer (B2C) 
segment over the past 20 years, although the 
business-to-business (B2B) segment has so far 
been moving through this transition much more 
slowly. The sections below examine the back-
ground and specific features of the manufactur-
ing industry. 

Above a certain company size, operators of crit-
ical infrastructure are also subject to the EU’s 
NIS2 Directive, which sets out a European base-
line standard for cybersecurity and goes beyond 
existing regulations in terms of who is affected, 
obligations and supervision within the European 
Union. 



MANUFACTURING-X DATA SPACE STUDY 17

2.2 Business logic for the digital 
transformation

A possible starting point for examining the 
digital transformation in production (“Industry 
4.0”) is an acatech (German National Academy 
of Science and Engineering) study on the topic of 
cyber-physical systems [5]. This lays the founda-
tions for linking IT and OT. Up until 2012, facto-
ries — along with their machines, systems and 
automation systems, from field devices through 
to MES — were like islands, operating inde-
pendently from IT systems and the technologies 
involved (virus scanners, software updates, etc.) 
and with virtually no internet connection. The 
well-known automation pyramid with its hierar-
chical structure was accepted within production 
companies. With Industry 4.0, cyber-physical 
systems are spreading to the field level, bringing 
with them their internet, communication and 
networking capabilities. In response to this, 
Germany’s Plattform Industrie 4.0 (Industry 4.0 
platform) is developing and standardizing the 
Industry 4.0 reference architecture (RAMI 4.0), 
which is adopted by many international compa-
nies and organizations, and its key component, 
the Asset Administration Shell (AAS). 

Data spaces represent the next stage in the 
development of Industry 4.0. With the aim being 
to use digital technologies to optimize quality, 
time and/or costs, the focus is no longer limited 
to individual factories. There is scope for exploit-
ing further potential by sharing and using data 
in whole supply chains or the entire life cycle of 
products, machines or components. 

Ultimately, the digital transformation is providing 
tools that companies can use to handle complex 
customer assignments which would not be 
feasible if they were relying solely on their own 
hardware (machines, systems, components) [6]. 
These tools include software services (business 
apps), some of which are shown as examples in 
Figure 3. 

The evolution from decentralized and digital 
on-premises services to the more centralized 
platform economy and eventually the decen-
tralized alternative concept of data spaces is 
described below, presenting a basis from which 
data ecosystems can grow and develop. 
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2.3 Data-based services

Any software application or service based on 
digital technology relies on data processing. In 
a diagram, data would be shown as the incom-
ing variables (input), which are subsequently 
processed and/or combined to create value 
(throughput) before generating an outcome or 
event (output). Users can use this output either 
to carry out a specific task more efficiently or to 
help them manage complex systems. The main 
advantage of data-based services over analog 

ones is that they can transit data and/or infor-
mation from one place to another more quickly 
and without any losses. They can also be repli-
cated easily. Data-based services have become 
widespread in the B2C market, helped in part 
by the market penetration of smartphones, and 
they are gaining ground in the B2B market too. 
Nevertheless, the potential for change inherent 
in digital transformation is more likely to have an 
evolutionary effect than a revolutionary one. One 
of the key factors in this respect is companies’ 
existing machines and systems, which are very 
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Figure 3: 

Examples of IT-based software services (business apps) in the product life cycle 
(notation in accordance with integrated enterprise modelling)
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capital-intensive to replace or adapt for collecting 
and sharing data. The downsides of this develop-
ment are the increasing importance of aspects 
relating to IT security (see also section 3.4) and the 
need to guarantee data protection (section 3.5).

2.4 Platform economy

Digital platforms enable companies to offer new 
products and services with a view to opening 
up new markets and customers segments and 
to automate overarching processes involving 
suppliers and partners [25]. The term “platform 
economy” refers to the economic mechanisms of 
action behind digital platforms and the interac-
tion between the stakeholders involved in a plat-
form-based ecosystem [26]. The platform econ-
omy is changing the traditional business model 
in the manufacturing industry, shifting it away 
from a purely transactional model and toward a 
thriving future ecosystem where all stakeholders 
interact with one another in circular, iterative and 
feedback-driven processes [27]. It is no longer the 
individual product or service that matters, but the 
value that the service offering can contribute to 
the overall process via a digital platform open to 
all participants in the ecosystem. The networking 
capability of products, services and even organiza-
tions is therefore developing into a crucial factor 
for success [28]. Established digital transforma-
tion concepts need to be integrated seamlessly 
to enable digital cross-company partnerships to 
be implemented in a platform ecosystem geared 
toward data value [29].

2.5 Data ecosystems

Data-based ecosystems enable participants to drive 
forward innovative value creation concepts. The 
facility to share data securely stimulates coopera-
tion and innovation within the ecosystem, making 
it possible to implement new business models in 
a commercially effective way that would not be 
feasible in traditional ecosystems. Data ecosystems 
are based on enabling secure and transparent 
access to data for all authenticated ecosystem 
participants [30]. This can only be achieved if there 
are integrated data structures and standards in 
place for sharing data. Approaches like Gaia-X or 
Catena-X show that these criteria can be met and 
offer huge potential for a common data market in 
the future [31, 32]. Data access needs to be made 
interoperable, based on existing work, to make 
sure that future platforms can also be integrated 
into a European data ecosystem. This also includes 
mechanisms for defining and implementing data 
usage controls. Furthermore, thanks to data persis-
tence and the transmission of real-time data with 
a high bandwidth, manufacturing companies can 
simulate various application scenarios in areas such 
as production, logistics and order processing after-
wards and work on making them more efficient.

Small and medium-sized enterprises make up the 
bulk of the manufacturing industry. Mechanical 
engineering in particular is dominated by SMEs, 
which often achieve their market dominance 
within a particular niche based on domain-spe-
cific expertise. Data sharing is not particularly 
encouraged. Using centralized B2B platforms is not 
an attractive option and several attempts to do 
so have failed. Companies are unwilling to play a 
part in creating a potential monopoly or oligopoly 
because they do not want to lose their customer 
interfaces. This is where a federal data ecosystem 
offers an effective solution, as it allows data to be 
shared without losing any of them. Establishing 
an ecosystem on a collective basis could pave the 
way for thousands of SMEs to develop digital val-
ue-added services. The data space must be a space 
built on trust. A collective space can provide scope 
for action in this respect [44].
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2.6 Overarching initiatives 

The following sections outline overarching initi-
atives. In addition, efforts in selected sectors are 
highlighted that have also identified a need for 
action and are working on concrete implementa-
tions to establish a data space. The limits of the 
current state of technological advancement are 
being tested. As mentioned in section 2.1, the 
European Commission is putting a lot of effort 

into trying to establish a European internal mar-
ket for data. It has therefore introduced various 
pieces of legislation and numerous initiatives in 
pursuit of digital sovereignty, which cover both 
hardware and software (see Figure 4). Some of 
these initiatives are examined in more detail 
below. There is also an up-to-date overview of 
some of the activities shown in the road map in 
[37]. 

Source: European Cloud Alliance (2023)

Figure 4: 

Road map of various European Initiatives to foster Digital Sovereignty



MANUFACTURING-X DATA SPACE STUDY 21

2.6.1 Gaia-X

Gaia-X is a European project aimed at establish-
ing a secure and federated data infrastructure. Its 
objective is to create a networked data infrastruc-
ture in Europe which, thanks to a decentralized 
architecture and a shared system of values based 
on transparency, openness and interoperability, 
will strengthen Europe’s digital sovereignty 
in industry, science and society with regard to 
storing, sharing and using data and services. This 
is intended to ensure fair competition across var-
ious value creation networks and enable efficient 
access to relevant cloud-based applications. 

SMEs in particular stand to benefit from inter-
linking cloud services and the ecosystem that 
forms as a result. They often lack the personnel 
resources needed to set up their own IT infra-
structure, and interoperable cloud solutions 
can help with this. They also help users avoid 
potential lock-ins with cloud service providers, as 
they offer the possibility of combining different 
services. 

By applying the Gaia-X principles and its refer-
ence architecture, individual providers of cloud 
solutions can become part of the interoperable 
Gaia-X network. This means there is scope for 
ecosystems to develop industry-specific charac-
teristics based on specific requirements, but the 
data models will still be compatible with one 
another. The key features of Gaia-X are based on 
the use of open technologies, a networked data 
infrastructure and interfaces that enable data to 
be exchanged easily and autonomously.

4 see https://dssc.eu/, last accessed on March 20, 2023

2.6.2 Data Spaces Support Centre

Established by the European Commission the 
Data Spaces Support Centre (DSSC) offers Blue-
prints and implementation support for individual 
data spaces as well as for interoperable data 
exchange between data spaces. The project is 
aimed at setting up and operating a support 
platform for implementing the objectives of the 
European data strategy.

As part of this, the DSSC explores the needs of 
data space initiatives on a cross-sectoral basis 
and draws up a blueprint for data spaces based 
on common requirements and tried-and-tested 
methods. This blueprint is made up of common 
building blocks and covers commercial, legal, 
operational, technical and social aspects.

Critical to the success of the European data strat-
egy is the development of common standards 
for data spaces. This involves engaging with all 
stakeholders and data space initiatives in a col-
laborative process to determine what is needed 
and develop shared requirements and best prac-
tices. That requires analyzing existing initiatives, 
integrating workable solutions and pinpointing 
where new solutions need to be developed4.
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2.6.3 International Data Spaces Ref-
erence Architecture

The term “International Data Spaces” (IDS) 
refers to a virtual data space that uses existing 
standards, technologies and data governance 
models to enable secure and standardized data 
sharing in a data ecosystem. In doing so, IDS lays 
the foundations for developing cross-company 
business processes and applications in a way that 
ensures secure and sovereign data processing 
within the data ecosystem. The International 
Data Spaces Reference Architecture Model (IDS-
RAM) is a standardized concept that sets out 
how data spaces should be constructed. As well 
as the conceptual aspect, it provides technolo-
gy-independent specifications for developing 
data spaces and presents the various layers and 
dimensions of IDS.

2.6.4 Plattform Industrie 4.0 and 
the Asset Administration Shell 
(AAS)

The Asset Administration Shell (AAS) [43, 44] 
is one of the core standards of Industry 4.0. 
Plattform Industrie 4.0 defines it as a “virtual, 
digital and active representation of an I4.0 com-
ponent in an I4.0 system” [19]. An Industry 4.0 
component is itself defined as a “globally unique 
identifiable participant with communication 
capability consisting of administration shell and 
asset,” while an asset is described in general 
terms as an “entity which is owned by or under 
the custodial duties of an organization, having 
either a perceived or actual value to the organiza-
tion” — such as a product, machine, component 
or IT system.5 An asset administration shell can 
be applied to one or multiple phases of an asset’s 

5 An up-to-date glossary of Industry 4.0 terms is also available at https://www.plattform-i40.de/IP/Navigation/EN/
Industrie40/Glossary/glossary.html, last accessed on March 13, 2023

life cycle and contains valuable information 
about the creation, use and realization of an 
asset. 

The AAS is an integrated system framework 
made up of a metamodel, sub-models developed 
using the metamodel, and a REST API that is 
identical for all sub-models, including security. It 
includes authentication, authorization and goes 
right down to the level of individual property. 
The AAS is not just suited to CPS (cyber-physical 
systems) — intelligent devices with a network 
connection and firmware; “non-intelligent” 
assets such as clamps, top-hat rails or screws also 
have digital twins, as do non-physical assets like 
software or contracts. 

The AAS also encompasses the concept of seman-
ticIDs, which makes it possible to reference 
ECLASS or IEC CDD models or any other kind of 
model. For AI in particular, these data semantics 
are crucial to understanding and analyzing data.

The AAS is more than just a package shared 
between stakeholders in file format; it also 
incorporates aspects such as API and security and 
provides data logistics for Industry 4.0. Thanks 
to X509 certificate chains, the AAS enables 
“sovereign multilateral data sharing.” Data can 
be retrieved on any AAS data server using the 
same authentication process. For example, one 
company’s X509 credentials can be used to call 
up data on another company’s AAS server, with 
authorization carried out on the AAS server. This 
is important, especially in the case of cross-man-
ufacturer queries (“Search power supply units 
with > 300 W from any manufacturer”). The AAS 
also includes a security metamodel for author-
ization (ABAC, subject/object/attributes/rules), 
which has been implemented and tested on an 
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open source basis on the AASX server for some 
years now6,7. A variety of lectures are given and 
videos are available8. 

The organization that standardizes the asset 
administration shell and its sub-models is the 
International Digital Twin Association (IDTA). The 
IDTA is where the technical specifications and 
sub-models are developed. The V3 metamodel 
and the V3 REST API were published for the 2023 
Hannover Trade Fair. An overview of the currently 
standardized sub-models can be found on the 
IDTA website9. The IDTA also allows sub-models 
to be developed in other organizations, with the 
IDTA continuing to provide consistency between 
sub-models.

The topic of international standardization has 
always been an important aspect on the I40 plat-
form. For instance, there is the standardization 
roadmap, and in particular for the AAS, the IEC 
63278 series of standards (-1 Structure of the 
AAS, -2 Metamodel, -3 Security, -4 Use cases, -5 
API). 

Reference implementations of the asset admin-
istration shell were carried out, for example, in 
such projects as BaSys (with Eclipse BaSyx10) and 
FA³ST11. 

6 see https://github.com/admin-shell-io, last accessed May 2, 2023
7 see https://v3security.admin-shell-io.com, last accessed on May 2, 2023
8 For example see https://www.youtube.com/watch?v=CH_mguOJ0Ko, last accessed on May 2, 2023
9 see https://industrialdigitaltwin.org/en/content-hub/submodels, last accessed on March 13, 2023
10 see https://www.eclipse.org/basyx/, last accessed on March 13, 2023
11 see https://github.com/FraunhoferIOSB/FAAAST-Service, last accessed on March 13, 2023
12 see https://opcfoundation.org/about/opc-technologies/opc-ua/ua-companion-specifications/, last accessed on May 2, 

2023

2.6.5 OPC UA and companion 
specifications

We will only briefly discuss OPC UA here, as it has 
now become virtually standard across the indus-
try; there is a wide range of literature, training 
material and (commercial) providers of OPC UA 
tool kits on the market. “OPC Unified Architecture 
(OPC UA) is a standard that supports process 
communication in a structured way with a subor-
dinate information model. [...] It provides mech-
anisms for standardized, synchronous or asyn-
chronous, distributed communication. OPC UA 
provides access to a wide variety of data [...] and a 
broad range of applications not only at field level, 
but also up to MES, ERP systems [or in the cloud]. 
The OPC UA information model describes how [...] 
data and information are managed in the server’s 
address space. This information model can be 
structured individually. The nodes are not based 
on a simple tree structure, rather on a full-mesh 
network of nodes, in which each node can be 
networked with any other node. The information 
model provides a data-based representation of 
production plants [and their components] via 
object-oriented modeling paradigms [42, p.30]. 
“The companion specifications harmonise indus-
try or functional group-specific information mod-
els with those of OPC UA. In recent years in this 
area, the German Mechanical Engineering Indus-
try Association (VDMA) and German Electrical 
and Electronic Manufacturers’ Association (ZVEI) 
have done a great deal to achieve interoperability 
in terms of data exchange within companies and 
across company boundaries. The existing com-
panion specifications can be found on the OPC 
Foundation website12. OPC UA ties in with the IEC 
62541 international standard.
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2.7 Sector-specific data space 
initiatives

2.7.1 Catena-X Automotive 
Network

Catena-X is one of the projects funded under the 
German Federal Ministry for Economic Affairs and 
Climate Action’s (BMWK) economic stimulus pro-
gram 35c13. In contrast to all the other projects in 
this program, it sees itself as a “delivery organiza-
tion”, i.e., basic services and business applications 
for ten automotive-specific use cases are already 
tested as part of the project. Also in contrast to 

13 see https://www.bmwk.de/Redaktion/DE/Textsammlungen/Industrie/zukunftsinvestitionen-fahrzeughersteller-zulief-
erindustrie.html [in German], last accessed on March 28, 2023

14 see https://www.cofinity-x.com/de/, last accessed on April 26, 2023

the other projects, Catena-X consists of the three 
pillars, consisting of a funding project, a support 
association (Catena-X e. V.) and one or more 
operating companies (currently Cofinity-X14). This 
distributes responsibilities within the project as 
a whole. 

The objective of the Catena-X Automotive Net-
work is to establish end-to-end data chains from 
the OEM to tier-n level, providing transparency 
that can be used to enhance the planning of 
value creation for all supply chain participants. 
With this in mind, Catena-X relies on decentral-
ized networking of industry participants. To this 
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end, connectors, i.e., software gateways, are used 
to establish connectivity between companies. 
Connections for data exchange are always estab-
lished on a peer-2-peer basis. This decentralized 
form of data storage ensures that the users’ own 
data remain within the company, and are not 
stored in cloud data centers far away from their 
own company, as is the case with hyperscalers, 
for example.

Figure 5 highlights the basic mechanisms of data 
exchange within Catena-X. The network cur-
rently makes do with a small set of central basic 
services (“Federated Operating Environment”), 
which can be seen in the central part of the fig-
ure colored orange. In particular, they comprise 
the functionalities listed in Figure 6.

The structure of the core architecture is explained 
in Table 2. Here, the core elements within Cate-
na-X are explained one by one, which is necessary 
due to specific requirements. 

In addition to the data exchange process 
explained here, other components and concepts 
are used in Catena-X, including the Industry 4.0 

asset administration shell (AAS) outlined above 
(see 2.6.4). To test the connection of EDC and AAS, 
the setup shown in Figure 7 was installed in Cat-
ena-X in a demo environment. However, the EDC 
in Catena-X is as yet not used as a fully-fledged 
connector in the sense of the IDSA: essential 
technical mechanisms of so-called policy enforce-
ment, i.e., data usage control, are missing and are 
currently being worked on. Though the technical 
implementation of initial access control mech-
anisms (access policies) is in use in Catena-X, 
only ‘legal enforcement’ exists for usage control 
(usage policies), i.e., in the event of a detected 
breach of data usage as (contractually) defined 
in the usage policy, the owner of the rights to the 
data would have to report the misuse and bring 
legal proceedings. Furthermore, only a proprie-
tary approach to policy modeling is being devel-
oped in Catena-X; in terms of an industry-wide 
standardized approach, it would make sense to 
use a standard for policy modelin. 

To be as thorough as possible, we hereby include 
another recent example investigating the per-
formance of the combination of AAS and EDC 
(Figure 8), though this is not directly related to 
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Table 2: 

Explanation of the Catena-X constructs (working status: May 2023)

Schematic representation Explanation

Vertraulich26.07.23 © Fraunhofer Seite 1

Tier 1

O
EM

• Collaboration in the customer-supplier relationship
• Data sharing vs. data protection 
• Lack of trust between actors leads to low incentives to 

share data

Vertraulich26.07.23 © Fraunhofer Seite 2
Tier 1

O
EM

EDC Connector EDC Connector

• The previous practice of written bilateral contract 
negotiations is being replaced by the possibilities of 
automation and digitalisation.

• Recourse to initiatives such as the International Data 
Spaces Association (IDSA) and Gaia-X to preserve data 
sovereignty and interoperability

• Use of connectors of the Eclipse Data Space Compo-
nents (EDC)

• Technical trust anchor between actors
• Operation of a connector usually within each company

Vertraulich26.07.23 © Fraunhofer Seite 3

Tier 1

O
EM

EDC Connector
DP

CP

Data Asset

Meta-Data

EDC Connector
DP

CP

Data Asset

Meta-Data

• The connector in Catena-X has two logical layers
• Control Plane (CP): technical negotiation of contracts
• Data Plane (DP): Transmission of data
• Interlocking of both layers ensures that data is only 

shared between companies if it complies with the 
respective defined conditions.
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Tier 1

O
EM

EDC Connector
DP

CP

Data Asset

Meta-Data

Catena-X 
Ecosystem

DAPS

EDC Connector
DP

CP

Data Asset

Meta-Data

• In addition to the connectors, the so-called Dynamic 
Attribute Provisioning Service (DAPS) is another central 
component in the ecosystem.

• Every company that operates a connector registers 
with the centrally operated DAPS.
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Schematic representation Explanation
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Tier 1

O
EM

EDC Connector
DP

CP

Data Asset

Meta-Data

Catena-X 
Ecosystem

DAPS

Semantic Models

EDC Connector
DP

CP

Data Asset

Meta-Data

• Common data model or vocabulary as basis for uni-
form data exchange

• Semantic models can be based on different standards
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Tier 1

O
EM

EDC Connector
DP

CP

Data Asset

Meta-Data

Catena-X 
Ecosystem

DAPS

Digital Twin Registry

Semantic Models

EDC Connector
DP

CP

Data Asset

Meta-Data

• Derivation of digital representations (digital twin) on 
the basis of a semantic model

• Description of a Digital Twin within the Digital Twin 
Registry

• Comparable to a telephone directory
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Schematic representation Explanation
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• Participation in the Catena-X ecosystem via a central 
portal (comparable to a start-up site), where registra-
tion takes place

• Offer of applications and access to semantic models 
via the portal

• Search for partner companies possible
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• Access and Usage Policies to maintain data sovereignty
• Basic requirement for sharing data in a business con-

text
• Access policies: Which company has access to which 

data? 
• Usage policies: Under what conditions may shared 

data be used (e.g. limited in time or region)?
• The EDC Connector takes over the administration and 

access control.
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Catena-X. In this example, AAS Servers 1-3 are 
each running without an EDC, while AAS Server 4 
has an EDC upstream. The “EDC Provider 4” 
shown can be configured in various ways. 

More information on the connection between 
EDC and AAS in Catena-X in the form of a techni-
cal specification for applying IDS Usage Control 
to AAS data can be found on Github15. 

15 see https://github.com/Metaform/edc-aas/blob/main/introduction.md, last accessed on March 28, 2023

Open points to be further investigated for Manu-
facturing-X as a result of these tests include:

• ‘real’ multilateral data exchange, e.g., to con-
sume data from different sources with one 
call,

• transmission of streaming data, e.g., aimed at 
machine learning, and the payment rules for 
continuous data streams,

• further investigations into latencies and trans-
mission speeds using defined test cases.

For these and similar tests, we plan to run test 
cases defined in Manufacturing-X on dedicated 
Manufacturing-X test beds (see also section 3.7). 

Schematic representation Explanation
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• Unique identities of participants in the Catena-X 
ecosystem through Identity and Access Management 
(IAM).

• Access to different services via the same access data 
(incl. rights and role concept).
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IAM= Identity and 
access management
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Figure 7: 

Testing the combination of EDC and AAS in Catena-X

Source: [17]
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2.7.2 Mobility Data Space

Data exchange is fundamental to the mobility 
of the future. The Mobility Data Space (MDS) is 
a unified data ecosystem for innovative mobility 
solutions in Germany and Europe, and a flagship 
project of the German federal government’s 
digital strategy. It provides a data-sharing com-
munity that aims to make mobility greener, safer, 
fairer and more user-friendly. To this end, the 
MDS brings together companies, organizations, 
institutions and individuals to share data, gain 
access to service providers, or to network with 
industry experts. The MDS thus provides a breed-
ing ground for future-oriented applications, such 
as optimized and cross-provider mobility services, 
or automated in-car detection of local hazardous 
situations such as heavy rain or black ice. Using 
the Eclipse Dataspace Components (EDC) connec-
tor, it is possible to establish a simple, secure and 
standardized connection to the MDS. 

2.7.3 Silicon Economy

Driverless transport systems, smart containers 
and optimized route planning are showcasing 
the potential of the supply chains of the future. 
By connecting all process steps in a common 
data space, the Silicon Economy project creates 
self-orchestrated supply chain ecosystems and 
provides infrastructure, components and services 
for a platform-based logistics system. Industrial 
and logistics companies of all sizes can use 
these to help develop their own services and 
platforms, thus getting the most out of supply 
chain ecosystems. This includes near-real-time 
access to information, a reduction in emissions 
via the optimized transport processes, and lower 
logistics costs. Another initiative with close links 
to the Silicon Economy is the Open Logistics 

16 see https://broker.ids.smart-connected.nl/#manufacturingcompanies, last accessed on February 28, 2023

Foundation. One of the Foundation’s main tasks 
is being responsible for the open source reposi-
tory as well as coordinating the development of 
the open source group (community).

2.7.4 Smart Connected Supplier 
Network (SCSN)

SCSN is a Dutch initiative to develop, build and 
test a SCSN data space. It originated from an EU 
project, is partly funded by the Dutch province of 
Noord-Brabant, and is financed by membership 
fees from participating manufacturing and ser-
vice companies, of which there are several hun-
dred16. The Smart Connected Supplier Network 
Foundation was founded to ensure continuity 
once the funding comes to an end. 

Many companies, especially small and medi-
um-sized enterprises, are overwhelmed by the 
need to use large amounts of data economically 
and efficiently. All too often, the data received 
and transmitted are still read, interpreted and 
transferred to an ERP system manually. This is 
where SCSN comes in, as it helps to automate 
these time-consuming processes that are prone 
to error. Specifically, SCSN is a standard designed 
to simplify order-oriented data exchange along 
the horizontal value chain. The standard focuses 
on sectors with low volume, highly heterogene-
ous and highly complex orders, such as the Euro-
pean mechanical engineering industry. The SCSN 
standard consists of two main components: 

• a communication standard based on ISO/IEC 
19845:2015, 

• technical infrastructure that enables secure, 
holistic exchange.
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Primarily, the communication standard is the 
formalization of a domain-specific language. This 
means that (system-independent) information 
such as shipping information, parts lists and cost 
estimates can be created, transmitted and pro-
cessed automatically. The technical infrastructure 
this requires is based on a four-corner model. This 
works in a similar way to a conventional telecom-
munications network: A central entity orches-
trates communication and data exchange. Access 
to this instance is provided by various cloud 
brokers, in the same way as the various telecom-
munications providers. Organizations can choose 
the broker that best suits their needs in order to 
make the most of SCSN. Ultimately, the central 
instance is based on the reference architecture 
for data spaces (DIN-SPEC27070)17 offered by the 
International Data Spaces Association. This initia-
tive began with three use cases (see Figure 9). 

17 cf. Smart Connected Supplier Network (2023), https://smart-connected.nl/de last accessed March 7, 2023]

2.7.5 FabOS 

FabOS is developing an open, distributed, real-
time and secure operating system for production. 
To this end, FabOS is based on open architecture 
with open interfaces. Components integrated 
into FabOS should be open source. They can 
be instantiated and operated in a logically and 
spatially distributed manner in hybrid, heter-
ogeneous IT infrastructures, according to the 
requirements of the business processes in the 
plant environment. FabOS incorporates technolo-
gies that both enhance the real-time proximity of 
existing applications, and enable and guarantee 
the hard real-time capability and determinism 
of real-time systems within a modern, flexible 
infrastructure. The functions developed, such as 
service life cycle management in heterogeneous 
plant infrastructures and the management of AI 
models, could serve as the basis for the develop-
ment of core services. 

Figure 9: 

Initial use cases of SCSN 

Source: [20]
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2.7.6 InterOpera 

The InterOpera project is currently developing 
around 50 sub-models for a wide range of Indus-
try 4.0 use cases. This aims to develop best prac-
tices for sub-models in terms of the asset admin-
istration shell for German industry. The objective 
is to establish uniform methods to initiate and 
develop asset administration shell sub-models in 
practice together with industry partners.

2.7.7 EuProGigant

Value creation has become increasingly inflexi-
ble, through global supply chains, low inventory 
levels and highly automated production, for 
example. Current trends, such as the shortage of 
skilled workers and supply bottlenecks, only add 
to the pressure that companies face. EuProGigant 
is trying to solve these problems. The research 
project investigates how Gaia-X can be used to 
allow simple, secure machine data exchange 
between manufacturing companies. The project 

promotes vertical and horizontal communication 
in value creation networks in order to achieve the 
following objectives: 

• increased flexibility and efficiency in produc-
tion through processing of production-related 
data,

• security and availability of production-relevant 
data, and 

• mapping of cross-border value chains. 

In addition to these objectives, three core inno-
vations are to be implemented within the project 
period: 

• establishment of a European knowledge data-
base to store production-relevant data in the 
long term,

• easy access to holistic, open, sovereign data 
storage, dissemination, and analysis; and 

Figure 10: 

EuProGigant architecture

Source: [22]
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• enhanced resilience by means of networking 
and real-time control of mobile and local 
production assets. To implement these core 
innovations, the EuProGigant project uses the 
technical architecture of Gaia-X, extending its 
functionality18. Figure 10 illustrates the archi-
tecture used.

2.7.8 SmartAgriHubs

The mission of SmartAgriHubs is to speed up 
digital transformation in the European agri-food 
sector. It consolidates, activates and expands the 
current ecosystem by building a network of Digi-
tal Innovation Hubs (DIHs) that will help drive the 
adoption of digital solutions by the agriculture 
sector. This is achieved by integrating technology 
and business support in a local “one-stop-shop” 
approach involving all regions and all relevant 
stakeholders in Europe. At the project’s core are 
28 flagship innovation experiments that demon-
strate digital innovation in agriculture, supported 
by DIHs from nine regional clusters, including 
all European member states. At the same time, 
SmartAgriHubs will improve the maturity of DIH 
innovation services, thus ensuring that digital 
innovations are replicated across Europe and 
used widely by European farmers. A lean mul-
ti-partner approach focused on user adoption, 
stakeholder engagement, and sustainable busi-
ness models will drive technology and market 
maturity, taking user adoption to the next level.

18 Cf. EuProGigant (2023), [online] https://euprogigant.com/ [retrieved on March 7, 2023]

2.8 Potential and limits

The following conclusion can be drawn from 
the Data Space activities outlined: With the 
growing emergence of cyber-physical systems in 
mechanical and plant engineering (Industry 4.0), 
data use and the hope of new business models 
based on this came increasingly to the fore. These 
new business models promised new revenue and 
profit opportunities, similar to the B2C concepts 
of the major platform operators. It must be said 
that many of these proprietary developments for 
the sustainable establishment of new business 
models did not successfully establish themselves 
on the market because, ultimately, they could 
not be scaled upwards. Many of the remain-
ing platforms are now used in-house for data 
integration across multiple offices, or to back 
up core business, often generating no profits. 
Consequently, many machine and plant manu-
facturers are rather wary of the idea of a unified 
data space, which addresses business models 
once more. This is heightened by the fact that 
available descriptions of value-creating use cases 
or business cases are still too few in number, as 
well as the fear that concepts and tools from the 
automotive industry, e.g., from Catena-X, will be 
adopted with no alteration. 
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3. Special factors to take into account in mechanical 
engineering and the electrical industry

3.1 General information

Along with Catena-X, which focuses on the 
exchange of data in the automotive supply chain, 
Manufacturing-X will also primarily exchange 
data originating from the operation of produc-
tion facilities, machines and components (Figure 
11) with the objective of improving not only oper-
ations but also the machines and components 
themselves, through the use of cross-company 
data.Examples of this are 

• Condition monitoring that aims to predict the 
imminent failure of components and supply 
spare parts with pinpoint accuracy,

• Implementation of process control loops 
based on material data, relevant preliminary 
product data and, where applicable, their 
process data, which systematically adjust 
process parameters at plants so as to maintain 
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Horizontal and vertical data exchange in Manufacturing-X [7]
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the expected quality level (especially if quality 
measurement results are starting to deterio-
rate) or 

• The new or further development of compo-
nents based on data obtained from their oper-
ation in various machines and their use cases. 

The two classes of use cases for cross-company 
data exchange presented in Figure 11 (horizontal 
and vertical data exchange) in some cases place 
very different requirements on the technologies 
to be used to solve the use cases. The roles 
involved in data exchange are those listed in the 
following Figures 12 and 13; in some cases, new 
roles in data ecosystems are added to the famil-
iar roles since the business models are formed 
through digital transformation. 

Based on current knowledge, we assume that 
data exchange (bilateral or multilateral) in 
Manufacturing-X will be focused on the roles of 
operator, solution provider and component sup-
plier. This then coincides with the triple fractal 
developed by Plattform Industrie 4.0 [8]. (see 
Figure 14).

If the parties involved agree in principle to share 
data, the question arises as to whether data 
will be ‘fetched’ directly from machines and 
components from partners outside the operating 
company and even written back, or whether the 
operator will control the exchange of data in all 
cases in the future. 
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Triple fractal — the smallest possible unit for multilateral data sharing [8]
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3.2 Design options for continuous 
data chains

Today, manufacturers of machines and compo-
nents can only access data from ‘their’ machines 
and components on the basis of a bilateral agree-
ment with the respective operator. The operator 
opens its network for data access, e.g., a specific 
port, and data can then be retrieved — usually 
for a limited time. From the vantage point of 
the present, direct access to machines and com-
ponents is not recommended due to IT security 
issues, warranties, safety, etc. If the plant is part 
of the data space, the exchange of machine/
component data takes place, for example, via the 
plant’s connector (see Option 1 in Figure 15). 

Technically, it is already possible now for machine 
builders or component suppliers to access their 
components in the field directly via the web or 
mobile communications, or to import firmware 
updates. In our view, this will indeed happen in 
the medium term. The regulatory requirements 
outlined above will further accelerate this. 
Consequently, a funding project for interopera-
ble industrial data spaces should also develop 
technical solutions as regards how the warranty, 
safety specifications, IT security, and so on can be 
ensured, so that the scope of data exchange (see 
Option 2 in Figure 15) is exploited in full. 

In addition, it is plausible that new roles in the 
data ecosystem will also emerge here, among 
them service providers acting as data switching 
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services or data trustees [18]. These service 
providers could establish and manage the con-
nections to components in the field for small and 
medium-sized companies, pre-process the field 
data obtained, and so on. Associations should 
engage in coordinated preparation for such data 
switching services, so that they can provide this 
service to their members themselves, if neces-
sary. 

3.3 Initial application clusters

3.3.1 Supply chain transparency

Catena-X and many of the other projects out-
lined above deal with use cases that are mainly 
horizontally aligned with the (automotive) value 
chain. Here, companies exchange data in the sup-
ply chain, i.e., material manufacturers with parts 
manufacturers, who in turn exchange data with 
assembly suppliers, who then do the same with 
module manufacturers, and finally with OEMs. 
Within these use cases, for the most part master 
data are exchanged (see Figure 12). 

Use cases relevant to the mechanical engineering 
and equipment manufacturing industries include 
product carbon footprint, traceability, and other 
Catena-X-typical use cases that must be aligned 
with the needs of the manufacturing industry 
and added to, if required. 

3.3.2 Production and factory 
optimization

In our experience, data exchange from the oper-
ation of components, machines and systems is 
also of particular interest to the manufacturing 
industry. The objectives here, based on the data 
from the field, are:

• to improve production performance (quality, 
time, cost, energy and resource use) and 

• to improve the next generation of products 
(components, machines). 

Relevant use cases include, for example: 

• Remote access to data from the plant to allow 
condition monitoring and predictive mainte-
nance, 

• collaborative quality management up to auto-
mated regulation of process parameters based 
on measured quality, 

• rapid changeover of production lines to new 
products or product variants by means of 
extensive self-configuration,

• Pre-trained AI models: In order to successfully 
use machine learning in production, the pro-
cess for creating AI models must be simplified 
to the point where it can be achieved using 
as few resources as possible. This is where 
pre-trained models for monitoring plants and 
components can help, i.e., the steps for identi-
fying and annotating data as well as selecting, 
configuring and training algorithms no longer 
have to be performed by the plant/factory 
operator.

• Firmware updates for components and 
machines: due to the growing share of 
software in machines and components, it 
will be necessary in future to provide and 
install product-relevant information and 
software updates easily and via standardized 
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mechanisms. This includes the automata-
ble provision of information and software, 
along with the necessary communication 
and update procedures for all the parts 
of a machine, its components and control 
and automation technology as well as the 
interface to the higher-level IT system, where 
applicable. The data switching services listed 
in section 3.2 may also be required in this case. 

• Self-configuration with data ownership in 
mind: the expert knowledge of today’s skilled 
workers must be migrated to future machines. 
The precondition to making machines smarter 
is that they understand themselves as well 
as their components and properties, and can 
describe them in a standardized way. The asset 
administration shell is ideal for this purpose. 
At the same time, principles such as interop-
erability, data ownership and security must be 
introduced to a machine at runtime. 

For all these use cases, it is essential that 
machines, plants and their components speak 
a ‘common language’: Web-based networking 
in Industry 4.0 requires machines and their 
components to provide a machine-readable 
self-description as a data source, describing the 
content of the data a machine or component can 
provide. These descriptions are compulsory when 
machines and plants are networked with one 
another or connected to a higher-level SCADA, 
control or MES system. Communication capa-
bility alone is not enough for Industry 4.0 — the 
importance of the data exchanged must be clear 
to the communication participants [39, 40]. The 
relevant OPC UA standards and companion spec-
ifications, Industry 4.0 asset administration shell 
and its sub-models, AutomationML and Eclipse 
Dataspace Connector and their interaction are 
described in section 3.7. 

3.3.3 Collaborative product 
innovation

Use cases in this category allow machine and 
component suppliers to combine functional engi-
neering with component-related engineering. 
The objective is to render the engineering process 
independent of individual engineering tools from 
specific vendors. 

3.3.4 Energy and CO2 management

This category includes use cases that measure 
and, if necessary, optimize the consumption of 
energy and resources within production, e.g., 
through adjusted order sequencing, which can 
be used to avoid load peaks. These use cases 
partially interface with work planned as part of 
the Energy Dataspace initiative, for example to 
optimize energy demand within a business park. 

3.3.5 Business models

This category of use cases includes various 
“as-a-service” models that need to be reviewed 
and assessed in terms of their implementation. 
These include 

• Manufacturing-as-a-Service, 

• Pay-per-X (use, part, value)

• Equipment-as-a-Service and, where applicable, 
the software-based activation of features that 
are physically present in a machine or compo-
nent.

Further use cases are currently under review 
in various working groups concerned with the 
design of specific flagship projects within Man-
ufacturing-X. Based on our current knowledge, it 
is impossible to draft a fully comprehensive list 
of use cases; they will emerge in the course of 
further work on building the data spaces. 



MANUFACTURING-X DATA SPACE STUDY 41

3.3.6 Capabilities

Capabilities (see Figure 19) are understood as 
sector-specific basic services, (“enabling technol-
ogies”). For a technology to be called a capability, 
it should support at least two use cases (given 
that otherwise, it could be developed directly as a 
use case). For the above-mentioned types of use 
cases, we consider that operators and equipment 
suppliers require standardized capabilities such 
as those to be used in Industry 4.0, e.g., 

• the asset administration shell (AAS) and its 
sub-models, their administration and, if neces-
sary, definition of new sub-models as well as 
software tools to help create sub-models,

• Modeling of skills/capabilities to describe 
assets,

• OPC UA and the companion specifications 
for accessing standardized machine and 
operating data and for controlling machines, 
plants and their components and/or similar 
protocols,

• the high-performance, interoperable connec-
tion of the first two points with suitable data 
space connectors, e.g., the EDC connector,

• machine learning and retraining models, 
merging distributed models, 

• energy cost monitoring,

• IT security.

Depending on the use case, these capabilities are 
very close to the basic services described in more 
depth in section 4.3. 

3.4 IT security

Industrial production is part of the critical infra-
structure of the Federal Republic of Germany, 
which increasingly makes it a target for malicious 
attacks as well. As such, cybersecurity for indus-
trial components and machines, along with the 
operation of production facilities is a fundamen-
tal requirement for secure operation, as well as 
for the exchange of data. Compared to classic IT 
security, there are characteristics and require-
ments in the industrial context that require 
bespoke solution approaches and procedures. For 
instance, the protection goal of availability (for 
plants or production) is afforded much greater 
importance than in classic IT security. It should 
also be noted that in industrial plants, successful 
attacks can also have an impact on functional 
safety. Accidents, personal injury and physical 
damage to machinery and equipment are a pos-
sibility. 

It is thus necessary to ensure cyber security as far 
as possible from the outset (security-by-design) 
when developing new components, systems 
and plants. Security developed in accordance 
with IEC 62443 is currently considered to be the 
state of the art. IEC 62443 is an internationally 
recognized standard that aims to safeguard 
industrial automation and control systems (IACS). 
To this end, the standard contains procedures 
and requirements for target groups, namely plant 
operators, service providers, system suppliers or 
integrators, and product suppliers. 

In addition to the state of the art, the EU reg-
ulatory environment will, in future, impose 
requirements for cyber security as regards the 
operation of plants, and for bringing products to 
market: The NIS 2.0 Directive (relevant for opera-
tors) and the Cyber Resilience Act (CRA, relevant 
for manufacturers and integrators). Both NIS 2.0 
and the CRA outline, inter alia, cybersecurity 
requirements for the connection of machines and 
systems to a data space that must be considered 
during development. 



42 MANUFACTURING-X DATA SPACE STUDY

In the future, the Cyber Resilience Act will specify 
requirements for the cyber security of products 
(for the purposes of this study, also machines and 
software). This includes basic requirements for 
the design and development of products (secu-
rity-by-design), basic security properties, along 
with requirements that must be met over the 
product lifecycle, such as closing security gaps 
through updates. 

3.5 Data protection and privacy

As a European regulation, the EU GDPR creates 
a uniform legal framework for the processing of 
personal data. Personal data exists not only if it 
is data relating to an identified person, but also 
if data can even be assigned to a person (without 
directly identifying them). If, for instance, in the 
course of operating a machine, data are recorded 
or processed that can be assigned to the person 
operating the machine, this constitutes process-
ing of personal data. 

The GDPR regulates the rights and obligations 
between persons affected by data processing 
(data subjects), the body or bodies responsible for 
data processing (data controllers) and commis-
sioned data processors who may be appointed by 
a given data controller. A data controller deter-
mines the purpose and means of processing and 
requires a legal basis for it, e.g., consent of the 
data subject, contract with the data subject, or 
legitimate interest of the data controller. 

Data subjects may assert the rights guaranteed 
by the GDPR against the controller (rights for 
data subjects, e.g., right of access). Commissioned 
data processors act on the instructions of a con-
troller. 

The GDPR obliges data controllers to comply with 
the principles of data protection:

• Lawfulness, fair processing, transparency,

• Purpose limitation,

• Data minimization,

• Correctness,

• Storage limitation,

• Integrity and confidentiality,

• Accountability.

These must be ensured by technical measures 
(e.g., suitable IT security mechanisms) and organ-
izational measures (processes, roles). In addition 
to implementing technical and organizational 
measures, the GDPR obliges the data controller 
to document its processing activity, to verify the 
lawfulness of the data processing (legal basis), 
to grant the data subjects’ rights (access, rectifi-
cation, erasure, blocking) and to carry out a data 
protection impact assessment (DPIA), which 
must be conducted if the data processing is likely 
to pose a high risk to the rights and freedoms of 
the data subjects.
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3.6 Data usage controls

Access control mechanisms regulate the con-
ditions under which data can be accessed. Cur-
rently, once an interested party has been granted 
access, it is no longer possible to have any further 
technical control over the data or their use. 
Usage control mechanisms address this extended 
requirement for protection by enabling data 
providers to specify usage policies, compliance 
with which is monitored on the part of the data 
recipient following release or data retrieval.

To prevent the contractual data usage terms from 
being circumvented, an additional technical trust 
anchor can help to ensure that data are shared. 
This allows usage control mechanisms to be 
defined and enforced with the receiving entity. 
Nonetheless, it must be borne in mind that every 
interface also represents a potential target for 
attack and as a result, IT security must be taken 
into consideration.

The following requirements are derived from this 
mixed situation:

• It must be possible to verify the integrity of 
the data recipient’s infrastructure

– Independent verification of the data recipi-
ent’s infrastructure
Issue: one-time or periodic independent 
verification does not prevent the subse-
quent manipulation of systems, but may be 
seen as a basis for technical verification

– Certification procedures based on trusted 
computing technologies in the data recip-
ient’s infrastructure can be used to make 
the infrastructure’s integrity verifiable for 
the data recipient

– Requires trusted services whose integration 
with usage control mechanisms has been 
independently verified 

• Data recipient uses independently verified 
infrastructure for data processing provided by 
a third party (Platform-as-a-Service or Soft-
ware-as-a-Service)

– This means that the data recipient is no 
longer seen as an internal attacker

– Also requires trusted services whose inte-
gration with usage control mechanisms has 
been independently verified

Depending on the specific requirements of the 
scenario, the objective of usage control can also 
be met using certified services, with the desired 
security properties operating in a verifiable infra-
structure on the part of the data recipient, or in a 
certified infrastructure provided by a third party. 
This largely depends on the flexibility and expres-
sive power required in the guideline specification. 
For services with clearly and narrowly defined 
tasks and usage profiles, the desired behavior 
can be controlled with only a few parameters, if 
necessary.
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3.7 Implications for mechanical 
engineering, the electrical 
industry and  associations

For individual plant operators, equipment sup-
pliers or software companies, the challenge of 
building an industrial data space is too great. 
The example of IIoT platforms, which many 
companies have developed in recent years, shows 
that proprietary solutions are not scalable, and 
thus stand no chance of delivering ROI in finite 
time. Non-competitive services (= basic services, 
see section 4.3) should be developed only once, 
instead of multiple times for each proprietary 
solution. Business applications can only be scaled 
if there is no vendor lock-in with regard to the 
operating company (-ies), but interoperability is 
actually guaranteed. Trust in the data space and 
technical solutions in the form of trust anchors 
must be developed hand-in-hand [44]. Nonethe-
less, results from Catena-X should be taken up 
without giving the impression that the powerful 
OEMs control the data space and its rules of the 
game (see also the comments on operation in 
section 4.5).

In recent years, and driven by Industry 4.0, the 
industry has done a lot of groundwork to enable 
standardized, interoperable and cross-lifecycle 
data access and exchange. This includes work 
within Plattform Industrie 4.0 on the Asset 
Administration Shell (AAS) and the definition 
of OPC UA companion specifications. A working 
group consisting of the German Mechanical Engi-
neering Industry Association (VDMA), IDTA, OPC 
Foundation, and AutomationML e. V. developed 
a big picture of interoperability between AAS, 
OPC UA, and AML in a discussion paper, which 
is summarized in Figure 16 [41]. However, data 
space connectors are not yet featured. In order 
to make accurate statements about the use 
of the technologies (OPC UA, AAS, and so on), 
functional and non-functional requirements, 
such as security, privacy, data usage control, etc., 
should be derived from the use cases described 
(and all others). These requirements can then be 
integrated within solutions by combining the 

above-mentioned available technology modules, 
i.e., “AML, OPC UA and AAS [which complement 
each other]. [...] Interoperability is not achieved 
through a single world model, but rather through 
a clever combination of different standards 
providing the domain models of the relevant 
experts.”

It may be that the difference in perceptions 
regarding how the technologies are used at this 
time is due to the fact that IDSA and automation/
manufacturing-related organizations approach 
the data spaces from two different directions, 
namely IDSA from IT, and the other organizations 
from OT. Ideas as to the target architecture also 
vary; one potential approach that discusses and 
leverages the strengths of each technology is 
described in [33]. 

The strength of OPC UA is the provision of 
semantically unique, structured information 
models for different assets (machines and com-
ponents) in order to capture data from machines 
in a standardized way, or to be able to return it to 
assets directly. OPC UA has appropriate security 
mechanisms certified by the German Federal 
Office for Information Security (BSI) and is scaled 
horizontally in production and/or vertically from 
production to the cloud. OPC UA supports various 
protocols that are used on an application-spe-
cific basis. OPC UA thus comes very close to the 
‘common language’ called for in section 3.3.2, 
but harmonization of the existing companion 
specs would be desirable. OPC UA is standardized 
(IEC series 62541) and is now used internation-
ally. There are various toolkits on the market to 
develop OPC UA servers and clients, up to open 
source implementations. 
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The Asset Administration Shell (AAS) represents 
the digital description of an asset over its entire 
lifecycle, from design and product develop-
ment to disassembly and recycling. Detailed 
descriptions of the AAS can be found in the IDTA 
download area19. The asset administration shell 
is suitable, among other things, for describing 
the products and production processes one level 
above. This is where you maintain digital product 
passports, nameplates or sustainability informa-
tion. In the AAS API, HTTPS/MQTT/OPC UA are 
mentioned as potential communication paths to 
other AAS. On a cross-company basis, HTTPS will 

19 see https://industrialdigitaltwin.org/content-hub/downloads, last accessed on April 27, 2023

most likely be used. Internally, the AAS can com-
municate via MQTT/OPC UA. The EDC introduces 
the concept of sovereign data exchange between 
companies. Here, the data space protocol is in the 
process of being specified and implemented. Cur-
rently the EDC uses HTTPS (see Figure 17). 

Thanks to the work of Plattform Industrie 4.0 over 
the last ten years, it is now possible to implement 
a minimum data space based entirely on the AAS. 
The AAS provides the necessary means to do so 
with meta model, API, sub-models, authorization 
and authentication. This core architecture is 

EDC, Dataspace Connector
Company X 

technology-neutral, e.g., 
• MQTT
• Modbus 
• Profinet
• Database connector
• TBD
recommended: OPC UA [41]

Asset 
Administration 

Shell (AAS) • AAS is the Industry 4.0-compliant digital twin of assets (e.g., of 
production resources and products)

• AAS comprises submodels that can map the entire asset life 
cycle (life cycle file) 

• AAS submodels integrate standardized information, e.g., 
IEC 61360 properties, AML libraries and OPC UA 
companion specifications

• AAS can be made available as a file (AASX) or instantiated as 
an SW service, which can be accessed via the AAS API 
(currently http/REST)

• AAS synchronizes with the real assets at the instance level. 
This asset integration is not specified and can be designed 
following a technology-neutral approach
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Schematic relationship between connectors, AAS and communication protocols
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internationally standardized as IEC 63278. This 
type of AAS data space can be supplemented 
with further components, e.g., EDC.

The authors of this study suggest that a task 
force comprising the aforementioned organi-
zations be established that defines and jointly 
adopts a coordinated approach to the following 
technology building blocks; in future, such 
orchestration activities may be the subject of a 
joint governance organization, e.g. a Manufactur-
ing-X association:

• AAS, sub-models, certificates, authentication, 
repositories, interfaces, access and usage con-
trol, multilateral data exchange,

• IDSA: EDC, protocol V.2, access and usage 
control, metadata broker, multilateral data 
exchange,

• OPC UA: companion specs., transmission of 
runtime data, 

• interoperability of the “EDC-only”, “AAS-only” 
and “OPC UA-only” cases.

In a further step, the solutions are to be tested 
on test beds set up for Manufacturing-X in terms 
of performance and other criteria. On the test 
beds, defined and agreed test cases derived from 
the specifications of the technologies are run 
in order to demonstrate, among other things, 
that the respective implementation complies 
with the specification. Scalability must also be 
tested in this case in order to ensure that the 
solutions developed can also communicate with 
a sufficient number of participants, connections, 
mass data, and so on, in the desired runtime and 
deliver results in the desired response time. Asso-
ciations should play an important role in setting 
up and operating these test beds; engineers and 
computer scientists should work together here 
on an interdisciplinary basis. 

In addition, Manufacturing-X should provide 
an opportunity to scale proprietary in-house 
developments of platforms and applications 
from numerous machine builders and compo-
nent manufacturers. These ‘platforms’ support 
machine builders’ and component manufac-
turers’ own products, but are not a commercial 
success because plant operators want to use 
just one platform, rather than several. To achieve 
this, the proprietary solutions must be split into 
open-source core services (basic services) and 
business applications. The respective core ser-
vices of the platforms are then aligned with the 
Manufacturing-X core services for common parts. 
The business application parts can then be run 
on the basis of the Manufacturing-X kernel out-
lined in this study and brought to market via the 
operating company (-ies). This allows the original 
proprietary solutions to join Manufacturing-X as 
a network of networks. 

Last but not least, in addition to the digital twin, 
Plattform Industrie 4.0 should also set up work-
ing groups on the infrastructure required for this 
and develop solutions so that cross-company 
data exchange and participation in the data 
economy becomes possible for as many equip-
ment and manufacturing companies in Germany 
as possible. 
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From our current viewpoint, industry associations 
(German Mechanical Engineering Industry Asso-
ciation (VDMA), German Electrical and Electronic 
Manufacturers’ Association (ZVEI), others) could 
take on the following new roles: 

• Setting up test beds, defining test cases and 
providing test data sets for said test cases, 
defining acceptance and certification criteria, 
and thus making a significant contribution to 
objectifying performance statements for indi-
vidual use cases.

• Business partner ID assignment: Corporate 
trust in the data space, its security and mech-
anisms to maintain control over data is funda-
mental, according to all the conversations we 
have had with companies of various sizes and 
roles. The slogan: “Data space = trusted space 
= shared space” could play an important role 
in building trust.  
In Catena-X today, the operating company 
handles the assignment of business partner 
ID numbers. There should be further number 
ranges to ensure that participation in the data 
ecosystem is not simply through an organi-
zation that has commercial interests beyond 
that. This could be an important new role for 
associations. Where required, associations 
could also become part of the IDunion20 and 
use the technologies and solutions developed 
there for Manufacturing-X.

20 see https://idunion.org/, last accessed on March 13, 2023

• Certification of core services: in Catena-X, Cat-
ena-X-e. V. plays the role of the certification 
organization. In Manufacturing-X, a similar 
role has not yet been envisaged, though in our 
view this is absolutely necessary in order to 
achieve continuity once the publicly-funded 
flagship projects have come to an end. In our 
view, it is rather inconvenient that one or more 
operating companies should take over certifi-
cation of the core services themselves; opera-
tion and certification ought to be separated.
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4. Proposed overall architecture of the Manufacturing-X 
program

4.1 General information

From conversations with potential data space 
users in the manufacturing industry conducted in 
the course of this research, it was found that the 
key challenges to scaling are less technical and 
more socio-technical. Individual stakeholders, 
who in the ideal image of a data space can act 
both as data providers and recipients, must have 
confidence in the overall construct composed of 
the software components, but also with regard to 
the organizational framework (governance). Oth-
erwise, it will most likely be difficult to get them 
to participate. In addition, participation must 
hold the promise of commercial potential. 

It is with these premises in mind that the overall 
ecosystem should be built. To illustrate what 
needs to be done to establish the functionality of 
a data space, Figure 18 can be used. 

The diagram distinguishes the essential tasks on 
three architectural levels. The upper level shown 
in blue represents the data ecosystem. Super-
posed on it, the added values of the targeted data 
sharing and benefits become apparent. In the 
end, this level corresponds to the cyber-physical 
production system. It is the intersection between 
the physical world on the one hand and the digi-
tal world on the other. 

However, in order for data on, for instance, sys-
tem states, to flow between individual machines 
and to endeavor to optimize processes, a seman-
tic description of the components and a logical 
link are required. For example, the authors are 
convinced that the preliminary work on the Asset 
Administration Shell or the global Umati initi-
ative and the OPC UA on which it is based, can 
and should be used here. What is central to this 
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level of the data space is that there is a digital 
description of the interacting components based 
on open standards.

However, the description alone is not yet suffi-
cient for the federal structure of the ecosystem as 
a whole. Software infrastructure is needed that 
enables stakeholders to find, contact, and inter-
act with participants in the network, even if they 
are unknown to them. That is what the lower 
level, shown in gray, is used for. It also ensures 
interoperability with other industries and data 
spaces thanks to the high potential for standard-
ization of the underlying protocols. In addition, 
data ownership is made possible here by means 
of attaching terms of use to shared data, and by 
enforcing them with the recipient entity.

It is thus clear that the higher a level is located, 
the more pronounced the competitive differ-
entiation potential must be, achieved through 
innovative solutions for participants in the data 
ecosystem. Here, in a free market economy, it 
must be possible to create proprietary applica-
tions and service offerings that generate wealth. 
In contrast, at the lower level, differentiation is 
not beneficial, due to possible lock-in effects that 
could otherwise be avoided. As an analogy, a Euro 
plug was standardized in the past, for example, 
but not the beneficial electronic devices. This 
ensures interoperability of individual devices, but 
at the same time gives each provider the oppor-
tunity to do business. 

In an ideal situation, these very software infra-
structure components would be available as Free 
and Open Source Software (FOSS). The advantage 
of this is that no individual or company can claim 
ownership of these components. Quite the oppo-
site: Behind open source developments, deeply 
democratic processes can have an effect, since 
those who make major contributions to devel-
opment also have a say in the direction in which 
individual software artifacts develop. However, 

at the same time the community benefits from 
contributions. If many parties contribute to these 
developments, then the individual effort of each 
person is reduced. Furthermore, basic compo-
nents that are available as open source serve as 
trust anchors for the community, as the software 
code can be viewed and its trustworthiness ver-
ified. That said, open source developments may 
also result in erratic development because they 
follow grassroots democratic practices.

On a higher level, the creation of a data space 
for mechanical and plant engineering would 
ideally fulfill the paradigm of the portmanteau 
word coopetition (cooperation and competition). 
Companies and organizations join forces, in 
compliance with antitrust law, to jointly develop 
the fundamentals for the basic functionalities 
of the data space (cooperation), only to continue 
to compete for market share and/or revenues as 
a result (competition). Expressed with a stylistic 
metaphor: Everyone brings something to the 
party and everyone benefits.

In addition to the three levels outlined above, 
which must be taken into account when setting 
up the data space, there are three overarching 
views of the overall system. These include:

• Standardization & specification: The body 
responsible for setting standards must be 
clearly identified. This includes, for example, 
the specification of so-called shared data 
services, i.e.,, non-differentiating applications 
that are used jointly and create a benefit, 
but which do not merit the development of 
separate business applications. Furthermore, 
the reference architecture in which existing 
standards can be used (e.g., asset administra-
tion shell, OPC UA, EDC, etc.) is adopted here. 
In addition, coordinating the release schedule 
for new releases of the overall initiative is a 
key task.
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• Rules & governance: The rules governing the 
decentralized network’s operation must be 
defined. These include, for example, regulation 
and positioning on open source software.

• Operator model: An operator model must be 
developed for the operation of basic services in 
the network. This may also include first-level 
support in the event that individual stake-
holders lose their technical connectivity to the 
data space. Connecting companies to the data 
space may also be part of a service offering. 
The certification of individual applications in 

the network, attesting that they are able to 
follow the established principles of the data 
space, should also be considered. The question 
to be answered is always: Which organization 
will take on the tasks outlined?   

To establish a sufficient basis of trust in the net-
work, it is expedient to strike a balance regarding 
control over the individual bodies. The balance 
of power should be distributed to prevent one 
organization from controlling the data space.

Excursus: An analogy from transport infrastructure

With Manufacturing-X, partners from the fields of business, science, associations and politics are working together 
to design and build something that is roughly on the scale of our transport infrastructure:

• The German transport network of highways, federal roads, country roads, paths, waterways, and so on is similar 
in character to data space infrastructure, consisting of data centers, communication paths, etc. It is very costly to 
build and maintain, and will not provide any benefit of its own for the time being.

• The core services/basic services (see section 4.3) are comparable to the issuing of driver’s licenses and vehicle 
license plates, or entries in the driving ability register (“traffic offenders index”). They are not competitively rel-
evant and/or we do not perceive them as particularly beneficial, but without such ‘services’ there would be no 
meaningful traffic.

• Traffic rules such as driving on the right, 130 km/h recommended speeds on the highway, 100 km/h on country 
roads, traffic lights and traffic signs, etc. are comparable to the governance of the data ecosystem. 

• Cars, trucks, other vehicles, and pedestrians are comparable to the ‘Assets’ that use the infrastructure and core 
services, exchanging data with each other to undertake certain tasks (services) that then provide actual benefits.

• Business applications then, are the services that provide the actual benefit, like going shopping with grandma, 
transporting things from A to B, private or commercial cab rides, refueling and so on.

• Data exchange between assets is standardized and everyone reveals something about themselves in the process: 
holding out their hand at the crosswalk and making eye contact with the approaching car, turning on the left 
blinker to pass, and so on. And: everyone understands what the sent data are supposed to mean. That is interoper-
ability. You could also wiggle your foot to show that you were crossing the street, but then very few people would 
understand. That is proprietary communication.
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4.2 Governance

Building a new ecosystem of data spaces for a 
globally networked production world requires 
effective orchestration to address the following 
aspects: 

• Interoperability, 

• trustworthy grass-roots democratic structures 
of goal implementation, 

• a sustainable and robust organizational struc-
ture suitable for, for example, accommodating 
and maintaining an open source world associ-
ated with Manufacturing-X. 

The stakeholders involved in the current Industry 
4.0 community and internationally networked 
associations (German Mechanical Engineering 
Industry Association (VDMA) and German Elec-
trical and Electronic Manufacturers’ Association 
(ZVEI)) offer a good starting point in this respect. 
In the long run, the global economy needs an eco-
system that functions on a global scale, too. The 
basis for this is already there in the form of the 
Industry 4.0 community at local level and its cur-
rent efforts aimed at international cooperation 
within the framework of Manufacturing-X. 

4.3 Basic services within the 
network

Generic basic services (data spaces infrastruc-
ture services) are required to ensure the basic 
functionality of a data space. As a basic principle, 
these services are designed to be used in other 
data spaces too, but they can be adapted or 
customized to meet sector-specific requirements 
(the manufacturing industry in this case). Data 
spaces infrastructure services ensure that stake-
holders can clearly identify themselves or that 
participants can be found with a view to estab-
lishing a connection with them. When it comes 
to setting up a data connection, many data space 
initiatives recommend using a software-based 
connector, which enables a uniform exchange 
of data. The modular structure also provides a 
framework for adding various extensions, e.g., in 
order to establish data ownership on a technical 
level for the entity sharing data. The connector 
can be used both to exchange metadata (e.g., 
which date is requested?) and, if the outcome of 
this is successful, to actually share operational 
data. In principle, this second process step can 
also be done without a connector, using existing 
data sharing channels such as EDI, AAS or OPC 
UA. However, that means that the connector will 
only process the metadata.  

Aside from the basic services, there are further, 
optional services that can make it easier to get 
started with sharing data (data and onboarding 
services) or lay the foundations for business 
applications based on this (shared data services). 
These services are not necessarily required for a 
data space to function, but they can help when it 
comes to using the data space infrastructure. At 
the same time, they are classed as non-differen-
tiating. Nevertheless, many — if not all — data 
space participants would benefit from them, 
so it may be worth developing certain services 
collaboratively in order to minimize individual 
workloads. Where feasible, as many of these 
services as possible should be provided in open 
source format to keep the barriers to entering the 
data space as low as possible. 



MANUFACTURING-X DATA SPACE STUDY 53

21
 E

st
im

at
e 

of
 re

ad
in

es
s a

cc
or

di
ng

 to
 a

 q
ua

lit
at

iv
e 

as
se

ss
m

en
t b

as
ed

 o
n 

in
si

gh
ts

 in
to

 a
nd

 d
is

cu
ss

io
ns

 in
 v

ar
io

us
 d

at
a 

sp
ac

e 
in

iti
at

iv
es

.

pr
ov

en
fu

nd
am

en
ta

l
no

n-
ex

is
tin

g
Re

ad
in

es
s l

ev
el

:

Id
en

tit
y 

m
an

ag
em

en
t

(e
.g

., 
Eo

na
-X

, 
Ca

te
na

-X
)

Ca
ta

lo
g

(e
.g

., 
Eo

na
-X

)

Co
nn

ec
to

r
(e

.g
., 

Eo
na

-X
, 

Ca
te

na
-X

)

Lo
gg

in
g

(e
.g

., 
Eo

na
-X

)
Vo

ca
bu

la
ry

(e
.g

., 
ID

SA
 v

0.
8)

Ap
pl

ic
at

io
n 

an
d 

re
gi

st
ra

tio
n

(e
.g

., 
Eo

na
-X

)

M
em

be
rs

hi
p 

is
su

an
ce

 a
nd

 
ve

rif
ic

at
io

n
(e

.g
., 

Eo
na

-X
)

Pa
rt

ic
ip

an
t 

di
re

ct
or

y
(e

.g
., 

Eo
na

-X
)

Bu
si

ne
ss

 p
ar

tn
er

 
m

as
te

r d
at

a 
(C

at
en

a-
X)

As
se

t m
as

te
r d

at
a

Pa
rt

s 
m

as
te

r d
at

a

D
at

a 
tr

us
te

e
Sh

ar
ed

 d
at

a 
pr

oc
es

si
ng

D
at

a 
co

nt
ra

ct
 

ne
go

tia
tio

n
(e

.g
., 

Eo
na

-, 
Ca

te
na

-
X)

D
at

a 
no

tif
ic

at
io

n 
(C

at
en

a-
X)

D
at

a 
up

lo
ad

(e
.g

., 
Eo

na
-X

)

M
et

er
in

g 
an

d 
bi

lli
ng

D
at

a 
br

ok
er

/ 
m

ar
ke

tp
la

ce
(e

.g
., 

M
ob

ili
ty

 D
at

a 
Sp

ac
e)

In
du

st
ria

l 
se

rv
ic

in
g 

m
an

ag
em

en
t

Co
nd

iti
on

 
m

on
ito

rin
g 

se
rv

ic
e

M
ai

nt
en

an
ce

 
pr

ed
ic

tio
n 

se
rv

ic
e

Sp
ar

e 
pa

rt
s 

m
an

ag
em

en
t 

se
rv

ic
e

Da
ta

 sp
ac

e 
in

fra
st

ru
ct

ur
e 

se
rv

ice
s

Da
ta

 an
d 

on
bo

ar
di

ng
 

se
rv

ice
s

Sh
ar

ed
 d

at
a 

se
rv

ice
s

Do
m

ai
n-

sp
ec

ifi
c 

se
rv

ice
s

At
tr

ib
ut

es
 a

nd
 

se
lf-

de
sc

rip
tio

n
(e

.g
., 

Eo
na

-X
)

D
at

a 
sh

ar
in

g 
an

d 
us

ag
e

(e
.g

., 
Eo

na
-, 

Ca
te

na
-

X)

Cl
ea

rin
g

D
at

a 
su

bs
cr

ip
tio

n

fir
st

 
ap

pr
oa

ch
es

op
er

at
io

na
l

Li
fe

cy
cl

e 
m

an
ag

em
en

t

Ve
rs

io
n 

m
an

ag
em

en
t 

fir
m

w
ar

e

Ti
m

e 
st

am
p 

sy
nc

hr
on

iz
at

io
n

Ite
m

 re
la

tio
ns

hi
p 

se
rv

ic
e

En
er

gy
 c

os
ts

 
m

on
ito

rin
g

…

Fi
gu

re
 1

9:
 

Ba
si

c s
er

vi
ce

s a
nd

 p
os

si
bl

e 
bu

si
ne

ss
 se

rv
ic

es
 w

ith
in

 a
 d

at
a 

sp
ac

e22
 (o

w
n 

de
pi

ct
io

n)

So
ur

ce
: o

w
n 

de
pi

ct
io

n



54 MANUFACTURING-X DATA SPACE STUDY

The fourth category of possible services 
comprises those specific to certain domains 
(domain-specific services). These can be used 
to develop service offerings for customers that 
enable applications to be monetized through 
licensing and/or usage fees.

An overview of the different service types is 
provided below. Since the general situation is still 
in flux, it is impossible to present an exhaustive 
overview. Higher-level services in particular are 
heavily dependent on the envisaged use cases, 
so the selection of these is directly linked to 
changes in the requirement profile for shared 
data services.Nonetheless, some findings can still 
be gleaned from this: Valuable groundwork has 
been carried out as part of other data space initi-
atives on the lower levels shown in Figure 19 and 
there is scope for building on this. The color cod-
ing gives an indicative assessment of the readi-
ness of individual components, based on insights 
gained into various data space initiatives. It is not 
considered expedient to carry out a more detailed 
assessment at this time, since the orchestration 
of the various services would need to be evalu-
ated within a specific overall context. However, 
the diagram shows that there is still a need for 
specification and subsequent development with 
regard to domain-specific basic services.

Domain-specific services

• Industrial servicing management: Analog 
and manual processes within the industrial 
context need to be digitalized and automated. 
Sharing data between providers and suppliers 
in the value chain could increase efficiency in 
terms of both time and money.

• Condition monitoring service: A collabora-
tive monitoring service could help reduce 
unplanned disruptions and downtime and 
avoid wasting valuable resources. This can be 
done by linking machines on a digital level 
across companies.

• Maintenance prediction service: In practice, 
faulty machines are often only repaired when 
they actually break down or malfunction. 
These problems can be identified at an early 
stage, and therefore prevented, by adopting a 
proactive digital approach.

• Spare parts management service: Customers 
expect maximum availability of spare parts, 
which leads to large stockpiles of spare parts 
that are not being moved through the system. 
Creating transparency and facilitating coop-
eration between companies can reduce stock 
levels and save costs without having to com-
promise on availability.
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Shared data services

• Data contract negotiation: A data contract 
negotiation component is needed to negotiate 
a contract for using data. This can help ensure 
that the data are only used under the condi-
tions that have been agreed.

• Data sharing and usage: In addition to the 
negotiation process described above, there is 
another service relating to the actual sharing 
and use of data. This is based on usage agree-
ments drawn up in advance.

• Shared data processing: Another aspect is the 
processing of data. In a business context, data 
generate the most value during actual use 
when they have been prepared in advance. 
This can also be done on a shared basis.

• Data trustee: A trusted third party — a data 
trustee — can be brought in to mediate 
between a company providing data and one 
that is using them. This data trustee adopts 
a neutral position, especially with regard to 
sensitive data.

• Energy costs monitoring: The intensification 
of the digital transformation and the use of 
resources for things such as machine learning 
as a business application have pushed up 
demand for energy, making it essential to 
monitor energy costs in the current environ-
ment.

• Data broker/marketplace: A (meta)data bro-
ker as well as a marketplace can be used for 
finding data offers within a data space. These 
may be offered under specific conditions or for 
certain fees.

• Metering and billing: This service records and 
measures data transactions based on common 
indicators (e.g., data volumes, number of 
times accessed, etc.) and enables them to be 
billed.

• Item relationship service: The item relation-
ship service, which is used in Catena-X and 
is available as open source, makes it possible 
to establish intercompany data chains for, for 
example, produced parts that can be used in 
other parts or components.

• Data notification: This service involves send-
ing special notifications in order to share 
information with or obtain it from another 
company in the value chain, for example.

• Data subscription: In the case of data that 
accumulates on a continuous basis, it may be 
worth subscribing to full data streams. The 
data subscription service makes this possible 
and thus saves the effort of requesting and 
managing data unnecessarily.

• Business partner master data: The business 
partner master data management service 
functions as a kind of fingerprint for manag-
ing various stakeholders. This service can be 
used with a unique identifier or based on con-
cepts such as self-sovereign identity (SSI).

• Parts master data: This service focuses on 
specific parts or components in a similar way 
to the business partner master data service 
described above.

• Asset master data: This service focuses on 
specific assets in a similar way to the business 
partner master data service described above.
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• Lifecycle management: In manufacturing 
businesses, components go through a continu-
ous cycle from creation to installation and use, 
then right through to scrapping or recycling. 
Lifecycle management covers the functionali-
ties that are based on this.

• Version management firmware: Versions play 
a significant role when it comes to software 
products, as the differences between them 
can range from minor error corrections to 
major fundamental changes.

• Time stamp synchronization: In manufactur-
ing businesses, machines and their control 
systems have time settings that must be 
synchronized properly to make sure everything 
functions smoothly and runtime data from 
different sources are assigned correctly. This 
service can also include synchronization 
within companies and across different time 
zones.

Data and onboarding services

• Application and registration: This service mod-
ule provides a registration service (including 
admission), which is essential for incorporat-
ing new companies into an ecosystem.

• Membership issuance and verification: Veri-
fying and safeguarding corporate identities is 
becoming an increasingly important require-
ment. When admitting new participants into 
the ecosystem, this service can ensure that 
malicious third parties are not falsely posing 
as another company, and participating com-
panies can be certain that the companies they 
are communicating with genuinely are who 
they claim to be.

• Participant directory: This service lists all 
companies involved in the ecosystem in a par-
ticipant directory.

• Data upload: To enable small and medi-
um-sized enterprises to access a data space 
easily, a data upload service offers the facility 
to provide data via a simple upload process, 
which converts a company’s own data formats 
into the data models and vocabulary used by 
that specific data space.
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Data space infrastructure services

• Identity management: An identity manage-
ment service is used to clearly define corpo-
rate identities within a data space. It assigns, 
protects and verifies the corporate identities 
of the organizations involved.

• Attributes and self-description: The attrib-
utes of a company and its self-description 
are important according to the principles of 
Gaia-X, as they help to create interoperability 
across data spaces.

• Catalog: A catalog is used to present data 
offers at metadata level. This data service is 
based on a common taxonomy.

• Connector: The connector is one of the most 
fundamental components and is used by each 
participant. It enables data to be exchanged 
on a cross-company basis while maintaining 
data ownership and interoperability. One 
example of this in practice is the open source 
connector used by the Eclipse Dataspace Com-
ponents (EDC)22.

• Vocabulary: Creating a uniform vocabulary 
that specifies things like the form of data 
models is essential to ensuring interopera-
bility. This helps to build a common sense of 
understanding within the data space.

22 See also https://projects.eclipse.org/projects/technology.edc, lasted accessed on March 30, 2023. This connector frame-
work is also used by the Catena-X Automotive Network, defined on the basis of its own requirements and published as 
a product in the Eclipse Tractus-X project (see also: https://projects.eclipse.org/projects/automotive.tractusx

• Logging: A logging component is used to track 
the logging of data transactions within the 
data space. This logging service is incorporated 
into the IDS Clearing House solution described 
below.

• Clearing: A clearing component is used for 
specific payment and billing services. It is 
made up of further sub-components and 
conforms to the IDSA’s Clearing House speci-
fications.

It is important to stress that not all of the services 
mentioned are absolutely essential for operating 
a data space at the most basic level. We consider 
the following aspects to be fundamental: identity 
management, the catalog, clearing and logging. 
A specified data model, data contract negotiation 
and the connector are also required.

Individual sector-specific flagship projects will 
only need some of these basic services. One 
example of this is a proposal for factory equip-
ment providers (mechanical engineers, com-
ponent suppliers, software companies, system 
integrators, providers of automation systems) to 
set up a data space in collaboration with factory 
operators: Figure 20below presents an overall 
architecture for this initial flagship project under 
Manufacturing-X, which was developed collabo-
ratively with this “pioneer group” and within the 
Manufacturing-X management team. 
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The basic services listed above for Manufactur-
ing-X are specified and developed either within 
the context of individual flagship projects (as 
is currently happening with core services of 
Catena-X, which are being repurposed for Manu-
facturing-X and should be supplemented where 
necessary) or on a centralized basis as part of a 
“reinforcement project.” Below is a brief com-
parison of the advantages and disadvantages of 
these two approaches.

Resilience SustainabilityCompetitiveness

Capabilities: standards for the respective industry that the flagship project addresses

“Common parts/Infrastructure” based on cross-sector use cases

Regulatory framework, governance, etc.

Supply chain 
transparency

Collaborative 
product innovation

Production and 
factory optimization

Energy and CO2
management 

Business applications Business models
(EaaS, MaaS, PaaS, etc.)

Goals

Business
view

Basic 
services

Use 
cases

Figure 20: 

Proposed architecture for a Manufacturing-X flagship project
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Specification and development of core services 
within a centralized “reinforcement project” 

Specification and development of core services 
within each flagship project

Advan-
tages

Efficient specification and development; 
resources can be used in a targeted way.

Flagship projects can focus on business applica-
tions.

Core services are derived directly from use cases 
and tailored to them.

Disadvan-
tages

Core services need to be reworked in line with the 
flagship projects, because their specific use cases 
and applications will create new requirements.

The core services project requires a certain 
amount of preliminary work before the flagship 
projects can start, so that these flagship projects 
can build on it.

It is not possible to test the core services against 
the applications, so the testers will need to create 
their own test environment. 

“Nobody pays for middleware” effect: There 
are unlikely to be sufficient capacities for core 
services within the flagship projects, but they are 
necessary for running the business applications. 

Based on this comparison, we do not think it 
makes logical sense for each flagship project to 
develop and test its own basic services. Close, 
institutionalized coordination of the flagship 
projects should prevent any duplication of work. 
A suitable governance organization, such as a 
Manufacturing-X association, acting on behalf of 
the funding body could be a useful partner in this 
respect. This would bridge the gap between the 
fixed-term projects and a sustainable ecosystem.

4.4 Linking to industry solutions 
that need to be developed

Flagship projects within sectors such as the 
chemical, pharmaceutical, aerospace, and food 
and luxury food industries are not covered by this 
study, even though the aim is to expand Manu-
facturing-X into as many different German indus-
trial sectors as possible. However, we believe it 
is advisable to adopt a cross-sector approach 
to using the basic services within the network 
(section 4.3), partly to ensure interoperability 
between different industries’ data spaces. 
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4.5 Certification of services and 
interface for operations

To ensure that services based on European values 
remain compliant with these values when it 
comes to their actual technical implementation, 
these software artifacts need to be checked by 
a relevant organization and, provided they pass 
muster, certified accordingly. This is the only 
way to prevent free riders who do not conform 
to the design principles of the Manufacturing-X 
community. For now, the question of who should 
carry out this certification is open to debate. It 
could be undertaken by industry associations, 

but equally it could be assigned to associations or 
cooperatives set up specifically for this purpose, 
and there is also the option of involving other 
trusted bodies.

Basic services are being developed as open source 
solutions while planned funding projects are 
ongoing, but they are not yet up to full readiness. 
As things currently stand, we believe that it will 
be the operating company(-ies) that will develop 
the basic services to this level. It is therefore 
important to take the operation of the data space 
into consideration from the outset. The authors’ 
view is that stakeholders should be thinking 

Series production
OpCo1 (Cofinity-X) OpCo2 OpCon

Development D
remains!

USP of the OpCo which is 
being developed, e.g., 
interface

Share of further development 
by the OpCo: 
- Open source share 
- SW integration 
- Tests, etc.

Software share of a publicly 
funded project

+ Operation of business applications
+ Managed services, e.g., EDC as a 

service
+ Onboarding
+ TBD

Further use
New

industry-specific
basic services

Legend:

Figure 21: 

Development share of basic services

Source: own depiction
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about where the industry will be once the Man-
ufacturing-X overall system is in a settled state. 
What will be different? What are the implications 
of this outlook in terms of commerce? What com-
petencies will need to be put in place for this and 
what investments will a company need to make? 
Another open question is whether an operating 
company developing the basic services for an 
industry to production readiness will be inter-
ested in making them available to other operat-
ing companies, or whether it will fall back on the 
results of the funding projects and invest in its 
own development. Figure 21 illustrates what has 
been discussed in this paragraph. 

A suitable organization from the industry associ-
ations concerned should check the basic services 
for each flagship project and each operating 
company in terms interoperability so that vendor 
lock-ins can be avoided (see Figure 22).

“Streamlined” organization of associations
for partly “sovereign tasks”: standardization, certification of core services, 

governance of OpCos, transfer

Certification

External 
input

Licensing,
SLAs

Operating 
company(-ies)

Core services for 
certification, applications 
for “release” for operators

Control, e.g., 
regarding vendor lock-in

Development 
organizations
- Catena-X
- Mechanical engineering
- Chemical and pharma-
ceutical industry

- Food industry
- Electrical industry
- Other

Open source 
core services

Business 
apps

Figure 22: 

Industrial data space triad based on Catena-X
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4.6 Transfer and scaling of the 
network

The flagship projects in manufacturing should be 
coordinated by a suitable institutionalized com-
mittee in order to 

• avoid multiple developments,

• promote the exchange of knowledge between 
projects, 

• ensure that project results are reflected in the 
requirements in practice; we believe it would 
be ideal if, as part of the first work package, 
each flagship project were put through a kind 
of “venture camp” to address issues such as 
the following typical questions for incubators 
like these:

– Who are the customers of the project 
results?

– Who would be prepared to pay for the pro-
ject results? 

– What are the specific benefits of the pro-
ject?

– What hypotheses is the project based on 
and how can they be verified in practice?

• identify similar technologies so they can be 
prepared for transfer and made available as a 
priority.

In our opinion, each flagship project in Manu-
facturing-X needs its own subproject in order 
to prepare the project results for transfer. The 
transfer should be managed centrally in an over-
arching transfer management system. The results 
prepared for transfer should then be made avail-
able in a suitable form (analog or digital) to the 
existing transfer network in Germany, which can 
act as multipliers. The associations can also serve 
as key multipliers in this respect. The role that 
existing transformation hubs, such as Transfer-X, 
can play in this should be examined too. 

In the best case scenario, all of the transfer meas-
ures described here should enable companies to 
build up sufficient expertise for new solutions 
and gain an understanding of which technology 
stack they need in order to be part of the data 
economy. However, this still falls short of any 
concrete implementation within individual com-
panies. It is therefore worth exploring the possi-
bility of setting up a transformation project, with 
limited funding, to bridge those final gaps.



MANUFACTURING-X DATA SPACE STUDY 63

5. Conclusions and recommendations

The paragraphs below are intended to supple-
ment the recommendations made in section 3.7.

5.1 Data spaces for mechanical 
engineering 

The manufacturing industry — along with its 
equipment suppliers and the industry associa-
tions in Germany — should use the legal require-
ments described in this study, the current market 
and competitive environments and the chal-
lenges they pose, and the successful outcomes of 
data space activities happening in other sectors 
as an opportunity to take digital transformation 
to a new level. Germany still boasts the ideal 
conditions for playing a major role in the interna-
tional competition for the most efficient produc-
tion sites and the most innovative manufacturing 
technology, and thus has the power to secure its 
continued prosperity. 

The motivating factors that encourage participa-
tion in data spaces are summarized as follows:

• Sharing data paves the way for exploiting new, 
within the production and supply network 
that has hitherto lain dormant and cannot 
be utilized by individual companies. Why 
companies join together in ecosystems can be 
attributed to at least one of five reasons: 

– common requirements enable the distribu-
tion of monetary and capacitive expendi-
tures, 

– collaborative innovation is only possible 
when participants work together, 

– organisations join together to form a 
counterpole to emerging monopolies or 
oligopolies, 

– a shared offer for generally relevant 
domain-specific services. This can include 
shared business partner master data or 
freely accessible data, 

• overarching societal goals to be achieved (e.g. 
climate protection or economic resilience).   

• The expectations created by Industry 4.0 
have prompted the development of various 
approaches by individual companies looking 
to enter the market with their own propri-
etary platforms. Few of these have proved 
successful, however, as hardly any of them are 
designed to support a cooperative concept for 
services and data use. Data spaces therefore 
constitute an opportunity to develop the busi-
ness model collaboratively in the B2B sector, 
something that has not yet been achieved on 
a singular basis.

• Together — with due consideration of anti-
trust law — manufacturers and equipment 
suppliers of all shapes and sizes can accom-
plish a lot more than a single company. This 
includes open source development of basic 
services within the network that are not 
competitively relevant. Sovereign data spaces 
are a European way of responding to interna-
tional competitive pressure and using viable, 
forward-looking solutions to counter what 
large hyperscalers are offering. Federal data 
spaces offer a sovereignty-based alternative to 
centralized platforms.

• Many companies have developed their prod-
ucts and services at least partly on the basis of 
cyber-physical concepts.In some cases, large 
investment volumes have been allocated to 
this, without any major monetary returns hav-
ing been generated so far. These investments 
could still prove to be useful if the solutions 
that were initially developed on a proprietary 
basis can be made capable of becoming part 
of a larger data space. 

• Compelling migration concepts for the data 
space need to be developed for SMEs. Simple 
options for participating in data spaces need 
to be created (e.g., a simplified data upload 
service) and the need for partial participa-
tion in a data space must also be taken into 
account. It should be possible for individual 
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systems or components to be part of a data 
space even if the factory in which they are 
based has not yet been incorporated into it. 

• Business models that facilitate access for as 
many users as possible need to be developed 
and implemented. A freemium offer, for exam-
ple, which would be free of charge for small 
quantities of data, could significantly reduce 
the barriers to entry.

• Transparent cost models that allow expendi-
ture to be distributed fairly and transparently 
among data space participants are crucial for 
encouraging acceptance from SMEs.

• Data space services/basic services should be 
run by a trusted entity. However, whether this 
should be done by a private enterprise or a 
cooperative is something that still needs to be 
clarified. The issue of whether one or several 
operators would be required also needs to 
be resolved. Close coordination with existing 
structures from other data space projects is 
essential.

5.2 Thoughts on the next steps

Based on the discussions above, we recommend 
that the manufacturing and equipment indus-
try create a data space that is compatible with 
those already in place or under development. 
This should involve working out specific use 
cases relevant to factory operators from various 
sectors (aerospace, mechanical engineering, 
chemical engineering and pharmaceuticals, etc.) 
and equipment suppliers, with centrally certified 
basic services and (unlike previous initiatives) 
scalable business applications because they could 
be offered by different operating companies.

It is essential for the success of a sector initiative 
that it meets their needs and requirements and/
or hits current pain points of industrial compa-
nies. If something is at stake for one or more 
companies, they might focus on implementation 

enormously. For this reason, an industry-driven 
pioneer group that gives the initiative impetus is 
of great importance. Furthermore, from today's 
perspective the main focus should therefore be 
on the following activities going forward:

• Working out a steering and project manage-
ment structure. That should include these 
“governance” rules for coordinating work 
within flagship projects (see Figure 23). The 
subsequent transfer process should also be 
factored into this right from the start. One 
task would be to develop a concept for how, 
and in what legal form, an overarching govern-
ance organization should be set up to ensure 
that all relevant sectors are represented. This 
organization also needs to be able to make 
decisions quickly and flexibly, even while the 
funding projects is still working. This govern-
ance organization (possibly made up of the 
associations?) should also incorporate a pro-
ject management office for coordinating the 
work within the flagship projects. One issue 
that needs to be resolved is whether and how 
the Catena-X governance organization should 
be integrated into this.

• Developing a concept for setting up a Manu-
facturing-X open source community.

• Specifying and developing a legal framework 
for Manufacturing-X and its flagship projects: 
This should primarily stipulate that:

– roles within the data space need to be 
clearly defined, as they are referred to in 
the contracts (including data policies),

– possible data policies within the data space 
need to be defined (no policies set on a 
dynamic basis),

– (compliance) rules need to be set for the 
data space. 
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• Developing a procedure for specifying, imple-
menting and testing basic services, as well as 
readying them for series production and certi-
fying them. This includes synchronizing basic 
services across all flagship projects. Another 
key element in this particular work package is 
a concept describing how, and in what cycles, 
the basic services arising from one or multiple 
flagship projects should be updated and how 
updates are to be coordinated between data 
spaces. This work package can draw on the 
Catena-X basic services and use other pre-ex-
isting specified use cases, such as CCM, to 

ensure that a reasonable level of specification 
can be achieved quickly and the next steps can 
be determined based on this. 

• Setting up official Manufacturing-X test beds, 
and defining test cases and creating test data 
sets where necessary.

• Developing a concept and procedure for 
onboarding Manufacturing-X participants/
users within the various sectors, e.g., for 
cases where users may be involved in one 
sector or several — and therefore several data 

Standardization and specification

Open source 
community

R&D support from the research 
program (“workbench”)

Certification, e.g., of basic 
services;

conformity assessment

On-boarding, rollout, adoption
Overall coordination 

across X projects 
(project office) 

Operating company(-ies)

Internationalization

Figure 23: 

Examples of aspects of governance
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spaces — at the same time. Defining roles, 
personas and/or archetypes for companies 
and onboarding mechanisms in line with 
these.

• Developing a concept for advertising for, 
selecting, structuring, organizing and moni-
toring operating company(-ies).

• Implementing a procedure for internationali-
zation and selecting suitable partners within 
and outside Europe. 

• Implementing a procedure and providing 
support for a cultural shift in terms of data 
ecosystems, e.g., in cooperation with collective 
bargaining partners. 

• Organizing joint events and other suitable 
public relations measures for all flagship pro-
jects. 

• Defining a procedure for initiating and releas-
ing “transformation projects” (following the 
transfer) that bridge the final gaps within 
Manufacturing-X, i.e., supporting the actual 
realization of a link between companies and 
the data space. Factors such as federal states’ 
regional grant initiatives and the deployment 
of their digitalization scouts should be taken 
into consideration here. 

• Establishing a panel of users to help evaluate 
the actual benefits of the flagship projects, 
transfer measures and the transformation in 
practice. The associated metrics need to be 
further developed, based on existing readiness 
models. 

5.3 Support for association 
 member companies

The German Mechanical Engineering Industry 
Association (VDMA) and German Electrical and 
Electronic Manufacturers’ Association (ZVEI) are 
faced with the crucial task of raising awareness 
and providing information among their mem-
bers. Only these associations have the necessary 
access to a large proportion of the companies 
actively operating in their respective industries. 
The associations can also provide support in 
terms of training their members, ideally in coop-
eration with existing transfer institutions from 
the Industry 4.0 environment, such as LNI 4.0. 
Experience suggests that a high level of practical 
relevance should be aimed for here. Demonstra-
tors offering potential for quick implementation 
have proven to be very helpful. 
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